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1.0 Hardware
1.1 Input Devices
1.1.1 Kevboard
Itis an input device used to key in data into the computer. When a user press 3 key which

contains aletter, numeral, symbol or punctuation mark, then the computer sends a signal to the
monitor to display corresponding keys pressed.

There are several keyboard layouts such as QWERTY (ENGLISH), AZERTY (FRENCH) due to the
language in use. Keyboards are simple, familiar and reliable technology to use. However, they
are slow compared to other automatic data capture device such as OCR, OMR etc.

The QWERTY keyboard is the most common keyboard.
Why do we have different layout?

Each layout has been designed for fast data entry in their respective language by arranging keys
mostly used at strategic positions on the keyboard.

Note:
v Keyboard is prone to damage from dirt or liquids because of the gaps between the keys.
v There is a special keyboard known as Braille keyboard which is meant for blind people

Touch-sensitive / Numeric keypad:

* Fewer keys simplifies input required and leads to fewer input mistakes.
* Keys are touch sensitive.
* Protected from elements / vandalism.
* Made of more resilient material because of volume of use.

NMusical keyboard
It is arranged like a piano keyboard and needs a MIDI (mu5|ca| instrument digital interface).

1.1.2 Mouse
It an input device used to point the graphical user interface by an associated cursor. Selection is

made by pressing (clicking) switch buttons on the mouse body. It imitates the natural human
action of pointing Main types of mouse include: mechanical (uses ball underneath) and optical
(senses reflected light).

Advantage Disadvantage
* Fast method for input commands * Can be easily damaged
* Intuitive to use to point at things * Disabled person have difficulty to use
a mouse
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Usually needs a flat
operate

1.1.3 Tracker mouse

A tracker ball is rotated by hand and the sensors detect the movement

of the ball and relay the data to the CPU. The
is that it remains stationary and as such does n

dS a mouse.

advantage over a mouse
ot require as much space

Advantage

Disadvantage ]

* Disabled person with limited
movement can use it.

*  Usually takes less space since it does
not need to be moved around.

= |tis more accurate than mouse.

* It is more expensive than
conventional mouse.

* Itcan be tricky to get used to.

*  Use:Itis used mainly for people who have limited movement

1.1.4 Scanner

Scanners usually convert hardcopy format to an image'format. There are several types of
" scanners 2D and 3D scanner. Scanners can be categorised as Flat bed and Hand held scanners.

Flat Bed Scanner

Ha:n:d Held Scanner

L
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. +n flatbed Scannetr
] i A b o -

hese 3¢ usually used to convert (Iucunmntlobe scanned

€ di i glassplate e———_ - = e
35S and text into a digital format. movable Ilghl source - ,
- dizgram shows how it works. N >
The Cleb fired m-nn% p i >

rlebed Sconner works? movabhle mlrrorr
"-e C%-ecu is placed on Lhe glass pane
CCDca lutﬁ

t.ce down. The light moves to the dc.,;é],:

¢:zrt of the document and illuminates a slices. The latter is then reflected into the CCD where its
‘mage is stored. The light and mirror then move down to the next slide. Once all the slices are
comp'eted, the final image is constructed.
1.4.2 3D Scanners

A 3[) scanner is a device that analyses a real-world
object or environment to collect data on its shape and
possibly its appearance (i.e. colour).The collected data
can then be used to construct digital, three dimensional
models in the x, y and z axis.

I

Optical technologies encounter many difficulties with '

e tar=lalks
tULIGTIS

shiny, mirroring or transparent objects.

Uze - 3
* Entertainment industry in the production of movies and vudeo games
* Industrial design

*  QOrthotics and prosthetics

* Reverse engineering and prototyping

* Quality control/inspection and documentation of cultural artefacts.

1.1.5 Sensors

Itis aninput device that produces an electrical signal in response to a stimulus. There are several
stimuli which can be chemical or physical in nature. These devices are highly accurate and are
usually used in monitoring and control environments without human intervention. Frequently,
an analogue to digital converter (ADC) is needed since sensor data is often in analogue form and
computers can only process digital data.
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Disadvantage o

Advantage
* Take accurate measurement . * Need an ADC (Analogue to Digjtar]
* Can give readings contlinuously and Convertor) to work in microprocessgy
frequency can be set as required environment
* Can be used in hazardous
environment
Use : Usually used in monitoring and control systems ol
]
'1.1.5.1 Types of Sensors
SENSOR TYPE APPLICATIONS

v Itis used in controlling and manitoring of temperatures in

Temperature | chemical processes , green house , modern vehicle engines
temperature.

v" Itis used in controlling central heating systems or washing
machines

v Itis used in measuring blood pressure monitor

v Itis used in chemical plants to control pressure of gases or
Pressure liquids in vessels

v' Itis used in burglar alarm systems

v ltis used forautomatic doors to detect presence of a person

Light v It is used in car for automated system that control
headlights

¥ Itis used in robotic factory to follow a route

v’ Itis used in traffic lights to detect the presence of a vehicle

Moisture / Humidity v" Itis used in monitoring of greenhouse environment

v It is used in controlling heating, ventilation and
airconditioning (HVAC) system in musuems, library ,
research labs and others

v" Itisused in meteorological stations to measure humidity for
weather forecasting.

v Itis used for environment (e.g. measuring oxygen content

Oxygen in a river to check for pollution) R
Infrared v" Itis used to detect movement by interrupting an infra red
beam in security systems -
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It is also used in counting materials as each one travels
through the beam

Itis used in remote control in TV appliances

Motion

Itis used in detecting speed of vehicles in radar system

Accoustic

Itis used to pick up sound

Itis used to detect movement of liquids in pipes in chemical
plants

PH

Itis used to monitor soil acidity in greenhouses
It is used to measure acidity levels in rivers for pollution
monitoring applications

Itis used tomonitor/ control processses where acidity levels -
are crucial

Gas

It can be used to monitor the atmosphere in case of leakage
in plants or other applications

It can be used in environment monitoring of air pollution

It can be used in a breathanalyser to measure/estimate the
concentration of alcohol vapour in blood

Magnetic Field

It can be used to study the field around permanent
magnets, coils, and electrical devices.

1.2 Output Devices
1.2.1 Inkjet printer

outube.com/megalecture
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1.Papertray | 2. cartridge | 3. printhead | 4.sliding 5. belt 6*“‘
assembly motor rod printheag |
7. ink | 8. nozzles 9. ink chambers | 10. 11. T

cartridge droplets resistor xj

Inkjet printing is a non-impact process. Ink is emitted from nozzles while they pass over media

Operation of an Inkjet Printer

1. Liquid ink in various colours being squirted onto paper and other media, like plastic film
and canvas, to build an image.

2. A print head scans the page in horizontal strips, using the printer's motor assembly to
move it from left to right and back again, while the paper is rolled up in vertical steps,
again by the printer.

3. Astrip orrow of the image is printed, then the paper moves on, ready for the next strip.,

4. To speed things up, the print head doesn’t print just a single row of pixels in each pass,

but a vertical row of pixels at a time.

For most inkjet printers, the print head takes about half a second to print the strip across a page.

On a typical 8 1/2"-wide page, the print head operating at 300 dpi deposits at |east 2,475 dots

across the page. This translates into an average response time of about 1/5000th of a second.
There are several types of inkjet printing. The most common is "drop on demand" (DOD), which
_means squirting small droplets of ink onto paper through tiny nozzles; like turning a water hose
on and off 5,000 times a second. The amount of ink propelled onto the page is determined by
the print driver software that dictates which nozzles shoot droplets, and when.

The nozzles used in inkjet printers are hairbreadth fine and on early models they became easily
clogged. On modern inkjet printers this is rarely a problem, but changing cartridges can still be
messy on some machires. Another problem with inkjet technology is a tendency for the ink to
smudge immediately after printing, but this, too, has improved drastically during the past few
years with the development of new ink compositions.

Advantage - Disadvantage
* It printin relatively high resolution * |t has a low rate of printing thought
® Ithas alow purchase cost suitable for home and office
* Itis physically small and light * Ink costis relatively high
= The water-soluble ink, which runs if
prints get damp
Use : for printing coloured pages documents for home users B ]
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1 2.2 Laser Printer,
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Operation of a laser printer

A laser scans the drum to print an image which is charged negatively and the toner (powdered

ink) also is charged negatively. The area where the laser beam has burn the images are neutral

and as such toner particles are attracted and the rest rejected. The roller press the sheet of

paper against the drum to transfer the toner to paper and then it is fused to melt it definitely on

paper.
Advantage i Disadvantage
®*  Prints high resolution details * Expensive to purchase.
* Print more copies a minute than a ink * Bulky and heavy.
jet printer.(Rate of Output) * Toner content are toxic and must be

* Inklasts for longer so they don't need
to change the cartridges so often.

disposed carefully after use

Use: Applications which require rapid, higﬁquality and high volumes of output, e.g.
most offices and schools.

L , _
1.2.3 Speakers |

A speaker converts electrical signals into acoustical energy that is sound. The speaker moves
back and forth which increases and decreases the air pressure in from of it and creates sound
waves, The diagram below show some essential parts of the Speaker.
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The larger the cone, the more mass and surface area a speaker will have. This more air will move
which results in a louder speaker. Essentially the voice and standing magnetic field trigger the
cone movement. When an electrical signal from an audio amplifier is put into a speaker’s voice
coil, the voice coil generates an alternating magnetic field. Hence, this causes attraction and
repulsion of the cone attached to the voice coil to move. When the cone moves between 20Hz

. _ t0 20 KHz, the speaker generates the sound wave.

13 Storage Devices

1.3.1 Solid State flash memaory
These are non-volatile re-writable memories evolved from the EEPROM; they are often

connected to the USB port on the computer enabling a user to transfer files between computers.

»  SD (secure digital) cards are a type of flash memory used in digital cameras and mobile

phones.
XD (extreme digital) cards are also a type of flash memory used in digital cameras and

are similar to SD cards.
Digital storage cards (DSCs) are used as removable storage for phones, camera, PDA and

other devices.
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1 3.7 Har

The hard disk consists of rotating
disks called platters in the fore of 2
cylinder that spins usually betweer
5400 to 10000  revolutions per
minute(RPM). A thin ragretic
coating is layered onto the surface of
the platter that is polished to mirror
type srnoothness

There is a Read Write head per platter
each one attached to the actuator
shaft which moves altogether during
reading and writing of data. The datz
are stored in microscopic areas called
magnetic domains. The HOD records
data in concentric circles known 25
tracks which are numbered from the

outermost to the innermost edge of ‘

y IDE Connectrr Power Connsetor
the platter.  These tracks are
subdivided into sraller units called wectors,

Jiv e " Yrear r
/ VIREY] T

A-Track
B = Geometrical Sector

C = Track Sector

D - Cluster

153 Optu sl diges,

Optical disks as the name suggest uses reflection of a laser from the pitted surface of the disk to
read information, Large amount of data can be stored on the surface and offers portability from
one machine 1o another,

1331000 wAM

Itis similar to DVD-RW but differs in the way data is stored on the surface of the disc, It can be
rewritten more times than conventional DVD-RW
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Blu-ray are similar in appearance to a normal DVD but has larger storage Capacities (
25 GB (Single tayer) and 50 GB (Dual Layer)).The format was developed to enah|
rewriting and playback of high definition video.

Use : HD Video industry
Drawback : The disc is very expensive compared to corresponding DVD media type.
BD-ROM - read only format for distribution of HD content, games, software etc.
BD-R - recordable format for HD video recording and PC data storage.

BD-RE - rewritable format for HD video recording and PC data storage.

1.3.3.3 Digital Versatile Disks (DVDs)

1.

A single DVD can hold as much information as several CDROMs. A typical DVD has a storapa

capacity ranging between 4.7 GB -8.4 GB. (Single or Dual Layer). This means that a single

can be used to hold an entire movie. A film stored on a DVD can even give the viewer a che {
h of several languages in which it can be played back. The device used to read DVD is called D
' ROM and the media on which files are recorded is called DVD-R. :

1.3.3.4 Compact Disks {CDs)

It is secondary storage medium and is portable. It can be read only memory and as such

cannot change data once written. E.g. used to store programs/data/pictures/films, etc. s

storage capacity varies between 650 -700 MB. The device use toread CD is called CD-ROM and

'the media on which files are recorded is called CD-R.

Advantage Disadvantage &
* Portable, many computers have a CD = Slower access times and sma!ler"' %
ROM drives. storage capacity than a hard disc.

* Llarge storage capacity = Alterable.

* Fast access time
Use : Applications which require a single ‘burning’ of data:

E.g.
* Recording of data for archiving or a one off backup.
* Recording of music downloads from the Internet.
* Recording of music from MP3 format. _
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Advantage Disadvantage
* Portable, many computers have a CD * Slower access times and smaller
ROM drives. storage capacity than a hard disc.
= large storage capacity
* Fast access time ® Alterable.
* Alterable (as many times as you
want).

Use: Applications which require the updating of information and ability to record over old
data.

1.3.4 Actuators

An actuator is defined as a type of motor that is responsible fer moving or controlling a

mechanism or system. The actuator is the mechanism by which @ control system

acts upon an
environment.

1.4 Hardware — Main Memory
14,1 RANTV/S RO

RAM (Random Access Memory) ROM (Read Only Memory)
Temporary Storage  -Data is temporary - it | Permanent Storage

-Data is permanent

is only there as long as the computer is on | - it can never be changed

and it can be changed Non Volatile -Data is never lost

Volatile -Datais lost if the computer | Read Only -Data can only be
crashes or is turned off, read

Read /write -Data can be written to or | Use: To keep the bootstrap routine.

read from.

Use : To store OS, Programs

L
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1.4.2 DRAM (Dynamic RAM)

This is the RAM people are talking when they are adding memory in their computer. |t ; -
co'mputers since it is cheaper than any other type of memory. Dynamic refers t '-ht IS used &

chips’ need for a constant update signal (also called a refresh signal) in order to keO t' € mem,
‘that is written there. In case this signal is not received every so often, the inform etf)'nfo-rm on
to exit. Popular implementation of DRAM are: SDRAM, DDR, DDR2, alnd DDR3 o villceag

1.4.3 SRAM (Static RAM)
SRAM does not require a refresh signal like DRAM. The memory chips are more com | :
such r‘nore expensive. However, they are faster. Static RAM uses switching circuit piex and:
capacitors and can hold a charge without a constant refresh. Due to the spegj ﬂSStR;ad 5
commonly used for CPU cache but is rarely used as the primary RAM because of its c;)st EM .
SRAM include: CPU L1 Cache, CPU L2 Cache B
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7.0 Information Representation — Number Representation
Introduction to Binary Numbers

2.1 Number Systems

Number systems are simply ways to count things. QOurs is the base-10 or radix-10 system.

10° 10® 107 10° 10° 10* 10° 10? 10' 1Q°

s 1 T2 T3 Ta Ts5 s 7 |8 13 |

1. BASE2 - BINARY -0,1

2. BASES - OCTAL -0,1,2,3,4,5,6,7

3. BASE16 - HEXADECIMAL -0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F
4. BASE10 - DENARY

-0,1,2,34,5,6,7,8,9

2.1.1 Denary (Base 10)
Base 10: 0,1,2,3,4,5,6,7,8,9 - It uses those 10 digits only

v From an Abacus point of View

10% 10?2 10! 10°
TH H T U
4 7 2 1
4721 =4 *103+7 *10%+ 2 * 10* + 1 *10Q°
2.1.2 BINARY (Base 2)

v"Itis also known as Binary Digits
v" ltuses either 0 or 1 to represent the numbers in the required number of bits

Nibble

Half a byte is known as a nibble, i.e. 4 bits

Byte

A byte consists of 8 bits and is usually used to represent a character.
Converting a Binary Number to Denary
To convert a binary number to denary, simply follow the following steps:

1. Starting from the RHS (Right Hand Side), Label the binary digits starting from 2 power 0
to the number of digits in ascending order.

2. Multiply each binary digit with the corresponding power of 2 above it.
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3. Simply add the sum of each multiplication and you get the final result

e.g. (1110 1111}, = (239)10

27026 25 4 23 22 1 0

1 1 1 0] 1 1 1 1
=1*27+1*26+1*25+1*23+1*22+1*21+1*20
=239

Convert Denary to Binary

There are 2 methods that may be used to convert denary to Binary:

v"  Method 1: Long Division
v" Method 2: Tabular method or Weight System

Method 1:

v Repeatedly divide the number by 2 till number is 1 and note the remainder in reverse order
as shown in the diagram below

19 $
2 |9 R 1
2 [4 R 1
2 [2 R 0

1 R O

v" Hence, (19), in 8 bits = (000 1 0011),

Method 2:

v" Imagine in a country the following notes are available and you have to pay exactly using
those notes. Each time you pay the largest note and try to settle the rest by highest note
available.

v" Infactitis a table of base 2 in 8 bits or more if required

2.1.3 Octal Numt 27 26 25 24 23 22 21 20 | value
[0l oo To 111 1]s1s
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The Octal Number system uses digits from 0 - 7 only. Hence, all the numbers are represented

using 3 bits binary digits. The table below shows the denary number with its octal and binary
equivalent

DENARY | BINARY | OCTAL

0 000
001
010
011
100
101
110
111

Njojwn|SjwWINI=

Nojn|EsElwiN—- O

Converting From Octal ta Denary

To convert from octal to denary, simply multiply each digit by the weight system of base 8.
Hence:

e.g. (723)s=(467)10

82 81 80
7 2 3
=7%82+2%81+3%g0
=467
Tip for faster calculation:
= g =1 g =
- g =64 8 =512
« g = 4096

Convert from denary to octal

Simply divide the number repeatedly by 8 till value is less that 8 to express to octal form.

202
8 |25 R 2
3 R -1

Convert Bmary to Octa

In the octal (base 8, number system, only the 8 digits from 0 to 7 are used). To convert binary to
octal, simply dive the number into groups of 3 bits staring from the right hand side first.
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Each setof 3 bits can then be reoresented by a number between 0 and 7. E.g. (11 019 11 k4
(326): .

11 010 110

o

The Octzl number system uses digits from 0 -9 , A(10) ,B(ll),C(lZ) ,D(13
4 bits binary dj

the numbers are represented in 8its. Hexadecima|

) ,E(l4) ,F(IS) Only Al
sometimes X, or base 16

is also abbreviateq to HEy,
DENARY | BINARY HEXADECIMAL (HEX)

0 0000 0 ]
1 0001 1
0010 2
a3, 0011 3
4 0100 4
5 0101 5
6 0110 6
7 0111 7
8 1000 8
9 1001 95
10 1010 A
11 1011 B
12 1100 C
13 1101 D
14 1110 E
15 1111 F

Convert From Hexadecimal to Denary

To convert from hexad
is a letter, A-F, replace

Eg1

ecimal to denary,

simply use the weight system and as base use 16. If it
It with the corresp

onding denary value

(769)16= (1897)10
16° 162 16' 16°
7 6 9
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=7°16%+6"16'+9*16°
= 1897

tg 2

(1AB)16= (427)10

163 162 16! 16°
1 A B

=1*%*162+A*16'+B*16°

=1*%*162+10*161+11* 16°

=427
Tip for faster calculation:
* 16°=1 16'=16
= 162=256 16° = 4096

= 16°=65536
Convert From Denary to Hexadecimal

To convert from denary to hexadecimal, simply do long division with base 16 till the value is less
than 16 and look up for corresponding values in hexadecimal table

e.g. 1. (69)10 = (45)16

16 | 69
4RSI

e.8.2.(58)10 = (3A) 16

16 | 58
3 R 10(A) T

Note: in this case, the remainder is 10 which is equivalent to A in Hexadecimal

Convert Binary Lo Hexadecimal

To convert binary to hexadecimal, simply group the binary numbers in 4 bits and convert it to

the denary equivalent or look up in the hexadecimal table values. There are 2 methods to
convert binary to hexadecimal

Method 1:

i.  Convert Binary -> Decimal
ll.  Convert Decimal -> Hex
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. Eg 01101110 = 26 +25+23+22421

* (0110 1110) — (110)10
. (110):3 = (6E)1s

Method 2:

* To convert a binary number to hexadecimal, divide to groups of 4 bits starting from the right
hand side (RHS). Then write the hexadecimal equivalent of each group of 4 bits by looking at the
hexadecimal table.

1101 0111

L

{1101 0111)2= (D7) H
Note:
Hex is used to write assembly code instructions because:

v Hex s short form of binary
Y' Itis easy to convert hex to binary and vice versa
2.1.5 BCD (Binary Coded Decimal)

Some numbers are not proper numbers because they don’t behave like numbers. A barcode for
chocolate looks like a number, and a barcode for sponge cake looks like a number, but if the
barcodes are added together the result is not the barcode for chocolate cake. The arithmetic
does not give a sensible answer. Values like this that look like numbers but do not behave like
them are often stored in binary coded decimal (BCD). Each digitis simply changed into a four bit
binary number which are then placed after one another in order.

In binary coded decimal, each decimal digit is represented in 4 bits binary

DECIMAL | BCD
0 0000
1 0001
2 0010
3 0011
4 0100
5 0101
6 0110
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7 0111
8 1000
9 1001

Representing unsigned integers (Values without Sign Consideration)
Representing signed integers
v' Signed magnitude

v One’s complement
v Two’s complement
Hexadecimal
Octal
Binary Coded decimal
Representing real numbers
v' Fixed point
v Floating point

Representing characters
v ASCH

v EBCDIC

v UNICODE

< are whole number both positive and negative, e.g. +17, -18, 45. It is used to
‘i’ present number of pupils in a class, counting variables, etc.

”
.

Real numbers : numbers that contain a decimal or an exponent or both. For example 1.75, 18
107, 1.58 * 1021t is used to represent the result of a division or average.

2.2 Representing Unsigned Integers (means no sign such as positive or negative)
¥ Unsigned integer:0,1,2,3 ...

0000 L 0101
(MSB) Most Significant Bit T 58 ( Least Significant Bit)

Consider a Byte,
Maximum unsigned integer that can be representedin 8 bits =11111111=255
Minimum unsigned integer that can be represented in 8 bits = 0000 0000 =0

i i 8
Maximum unsigned integer in 8 bits =255=2°%-1
Hence, in n bits, unsigned integer maximum =2"—-1
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If a computer system uses a byte to store anumber in the way that was suggested above
are three problems that arise. !

thEre

1. The firstis that the biggest number that can be represented is 255 because the
enough bits to store bigger numbers. This is easily solved by using more than one byte
to represent a number. Most computer systems use either two or four bytes to Sto;eg
number. There is still a limit on the size that can be represented, but it is now muc;
larger.

2. The second problem is not so easy to solve, how to represent fractions. This w
looked at later in this chapter.

3. The third problem is how to store negative numbers.

ill be

The example we used for binary storage was 117 which becomes 0111 0101 in binary. If we want
to store +117 or —117, these numbers need a second piece of data to be stored, namely the sign

Hence, the following representation were introduced:

1. Sign Magnitude (SM notation) = wrong method
2. One’s complement

" 'Note: using the above 3 notations, their positive representation are the same but they differ in
the way they represent negative values.

2.2.1.1 Sign Magnitude

Sign Magnitude

+17:
* Sign =+
* Magnitude =17
-17:
* Sign = -
® Magnitude =17

There are only 2 signs (+ or -). One bit is sufficient to represent sign.

; . . itude
Usually O represent positive and 1 negative. Hence, using n bit to represent a signed magensltt or
number, it is to be noted that the most significant bit is reserved for sign and the r
magnitude

e.g. if we use 8 bits , 1 bit for sign (left most ) and 7 bit magnitude( the rest)

SM NOTATION [ SIGN (1BIT) [ MAGNITUDE (REST) |
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procedure (for negative values):

1. Convert the denary number to binary first

2. Then put the positive denary number in the number of bits required
3. For Negative , simply change the MSB to 1

For example, using 8 bits to store 3 signed integer, using SM notation

+17= [0 |0010001
-17 = {1 | 0010001

S

Disadvantage of SM Notation

SMis not a good method because there is need

to compare sign and magnitude before adding
or subtracting which makes these operations slo

W,

2.2.1.2 One's Complement

If the number is positive, it is represented as an ordinary binary number (sign bit = 0 (MSB))

If the number is negative, it is represented as the one’s complement of the positive number,
1——= O
Procedure (for negative values):

1. Convert the denary number to binary first

2. Then put the positive denary number in the number of bits required
3. Inverse all the bits, i.e.all0to 1and all 1to 0

For example, using 8 bits to store a signed integer, using One’s Complement

+17 = | 0001 0001
-17 = 111101110

2.2.1.3 Two's Complement
Ifthe number is positive, it is representgd as an ordinary binary number (sign bit = 0).

If the number is negative, then sign bit =1,

v There are 2 methods that may be used to convert a number to 2's Complement
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Method 1:

1. Invert the bits as in one’s complement
2. Add1tothe answer

217 = 11101110 One ‘s complement representation of -17
1 +

2’s complement 1110 1111

Note: In 2’s complement, the Most Significant bit value is negative. E.g. using 8 hits

-27 26 25 24 23 22 o1 %0

Hence, |
_27 26 25 24 23 22 21 20
-17=11 |1 (1 ]o 1111
-17 = [-27 426 425 $23422421, 90
Method 2

Starting from the RHS (Right Hand Side) i.e. Least Significant Bit, the least significant zeroes and
the first 1 remain unchanged and the rest of the digits are inverted

e.g.
27 26 25 24 23 2 1 o

+56 |0 (0|11 [1]0]0]o0

-56=]1 |1 |0 |o |1 [0 |0 o

-56 = |-27+26+23

Maximum and Minimum Values

-27 25 25 2% 23 22 b 2°
Maximumin 8 bits [0 1 |1 [1 |1 [1]1 |1
= 2° 425 +24423422421420

ww.youtube.com/megalecture

— MEGA LECTURE

eCctur T


www.youtube.com/megalecture

Online Classes : Megalecture@gmail.com
www.youtube.com/megalecture
www.iégalecture.com

= 127 = 27 -1
Maximum in n bits 2n .1

Minimum in 8 hits [1 j 0l0|01]01(0 (O
= 27 =-128
Minimum in n bits -2n-1_ 1

2.3 Binary Addition Laws

SUM CARRY
; 0+0 0 0
t 0+1 1 0
| 1+0 1 0
1+1 0 1
1+1+1 1 1

2.4 Two’s Complement Addition

Add two numbers, including sign bits and start any carry out. Negative numbers must be in

two’s complement representation. The sum is obtained after addition if negative is also in the
two’s complement representation.

Consider the following addition in 8 bits which shall apply to any number of bits by principle

0 1 0 Carryln=0
49 00 001001
+5 00000101
| +14 0 0 0 0 1 1 1 Q CarryOut=0
Note:=23+ 22 + 21
11 1 1 1 1 0 Carryin=0
+9 0 0 0 0 1 0 0 1
-5 1 1 1 1 1 0 1 1 Two'sComplementof+5
+4 0 0 0 0 01 0 0O CarryOut=1,Discarded to obtain correct value
Note —22
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Advantage of Twa’'s Complement

v" There is no need to compare sign and magnitude before adding or SUblracting 1

Overflow occurs when the result an arithmetic operation is tog large to fit in the a
bits allocated to it. Consider, the following example in 8 bits nr

v largest 2’s complement in 8 bits value = +127

1

1 1 _ 0 carryin=0
+ 80 0] 1 0 1 0 0 0 0
+50 0 0 1 1 1 1 0 o Two’s Complement of
+140 1 0 0 0 71 1 9 5

Note:= -27 4 23 +22 = -116 Ca’WOUt‘-'l,MSB:l‘
Answer shouid have been +140 but we obtained -116

b
i’ 4

If two negative numbers are added and an overflow occurs, the overflow will be positive.
Consider the following example in 8 bits

0

0 Carryin=0
-80 1 0 1 1 0 0 0] 0
-60 1 1 0 o o0 1 o 0 Two’s Complement of
-140 0 1 1 1 0 1 0 o

=1,MSB=0
Note:= 204+ 25424492 = 111 Camyout=1,m
Answer should have been -140 but we obtained +116

Algorithm to detect overflow
IfCarry In <> Carry Out then

Overflow has occurred
End if
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3 ;\ (h‘

e computer system usually uses several types of encoding system to exchange or store data.
ually asCll and Unicode are the most common one
Usue ‘

e 4 ASC

¢cll (American Standard Code for Information Interchange) is most popular and widely used.

The asCll coding system uses seven bits to represent each character and the eighth bit as a
neans of checking the rest.

fhismeans that 128 different characters can be represented in the standard ASCII character set.

or 256 for Extended_ ASCII, (As this is the most common character set, people generally consider
,byte to be eight bits). e.g. Character ‘A’ =65 in ASCll and ‘2’ = 90

pdvantage of Using ASCII

since each character uses only 8 bits, the data stored takes less space in memory compared to
Unicode

25 2 Unicoda

Lo

Unicode is @ more recent, 16-bit code that uses two bytes or 32 -hit (latest) that uses 4 bytes to
encode characters. Using 16 bits makes it possible to represent over 65,000 characters. This
means that all the characters used by the world's languages can be represented in Unicode.

Use

* [t is widely used to handle documents, particularly if a single document needs to be
written in, for example, English, Arabic and Chinese.

A byte consists of 8 bits. E.g. 0101 1010. It is used to represent a character. There are different

version commonly known as UTF- 8, UTF -16, and UTF-32 where the digits accompanying the
UTF-is the number of bits used.

Advantage of Using Unicode over ASCII

v ASCIl stores a much smaller set compared to Unicode and hence, ASCll is limited in the
representation of Latin character set and charactersin other languages.

3.0 Information Representation - Images
Images

Digital images requires lots processing due to the amount of information they need to store.
They can be grouped in two main categories which are namely:

* Vector
* Bitmap.
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carlont Rt

3.1 Bitmap (also known as device independent bitmap |

D
o
(é]

itmap graphics is defined as a collection of pixels fram an image mapped into specific memon
cations whereby their binary colour value is stored.

Sometimes it is also called raster images. The image takes the form of an array where the value
of each element represented by a pixel represents the colour of that part of the image. The
diagram below shows how a letter ‘a’, might be represented in a matrix whereby the values

indicated on right hand side depicts the image brightness.

Note: Each horizontal line in the image is known as a scan line.

al et , 10/1010090605061010101010
, 10/(500000000000005101010
' oA 1042 02 050605050000051010
(1] | 1({(910101010100300000910
T - | [ACi010101010161005000510
R || [LJL0100S05S0S 050505000510
‘ 1UCFU00UN00U00U000I0S10
{1 (49 JUUl61010101005000510
IR 15 106101010101005000510

| |

|

(RO 10101ALAINNNNNASIN
(EOA0610101010NSNNNNASIN
(90 10NN6N707050005000510

rir701NNNANNNTNINANANSIN
N [l (11010000009101010101010
Use of Bitmap
» |t is usually used to store natural images, graphic images with lots of details and
photographs.
BITMARP file Header

It is defined as the block of bytes at the start of the file which is normally used to identify the
file.
Use : Application usually read this block initially to ensure that the file is 2 typical BMP file and

is not damaged.

3.2 Image Terminologies

Pixel
It is defined as the smallest possible addressable area defined by a solid colour, represented as
binary, in an image. In the above diagram, each box represents a pixel

Resolution

. . . H i r
Itis a measure of the sampling density and is often measured in ppi (pixel per inch). The_h‘ghi
the resolution, the crisper is the image since there is more pixel available to represent the image.
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olution

Iis defined as how many pixels an image contains perinch/cm

Nesolution

vis defined as the number of pixels PErrow by the number of pixels per column.
Depth

1he number of bits used to represent the colour of 3 single p'iXE|

3 File Estimation of Bitmap Images
\Ne are going to work out how many pixels are required to display a single frame on a VGA
screen.

Checking the resolution:

" Height =480
* Width =640
" Area = Width* Height

= Total Pixels
* Area =640,*480

=307200

Area = Width * Height = Total Pixels

Questions on Images Bitmaps

1 What is the resolution of a 100 pixel by 70 pixel image? : 100 * 70 = 7000 pixels

2 What is a benefit of having a higher resolution image?

Higher resolution images are able to display more detail, providing crisper images

3 What might be a drawback of having a very high resolution image?

* Itwill require a lot of space to store it. Meaning you'll quickly run out of memory, or it'll
take a long time to transmit images across the internet or other data route,

34 Colour Depth
Consider the following set of images to understand colour depth implication

Colour 1Bt 2 Bit ] 4 Bit
Depth . .
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Example
Description | Stores anly white and | Stores 4 colours Stores limited colours
black- also known as
monochrome
No_  of 21=2 22=4 24 =16
Colours per
Pixel ] _
Colour 8 Bit 24 Bit ]
Depth
Example
Description Close to reality Vgr rd to see ny
difference between
. reality
No_ —of | 58-356 224 = 16777216
Colours per
Pixel

Calculating file size for different colour depths

All the images above are of the same resolution: 300*225 = 67500 pixels

If the first image uses 1 bit to store the colour for each pixel, then the image size would be :
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number of Pixels * Coloyr Depth = Image Size

675C0 * 1 bit = 67500 bits

For the second image uses 2 bits t store
t .
o he colour for each pixel, then the image size would
Number of Pixels * Colour Depth = Image s;
ze
67500 * 2 bit = 135000 bits

olour dept i
forac pth of 8 bits, how many colours could each pixel store ? 28

forepresent 1024 colours per pixel, what colour depth would | needs 210= 1024

How many colours can each pixe| store if it has a colour depth of 4bits?

How many bits does the colour d
epth h i
5 HerE e e P ave to be if we want to store 64 colours per pixel? 2°

2% =16 colours

How many bits would an ima

ge be that i .
display 8 colours? has a size of 20 by 30 pixels,

with each pixel able to

8 colours is 3 bits per pixel as: 23 =8 colours
h*_w*b=20*30*3=1800bits
When might one want to decrease the colour depth for an image?

When you want to save fi : : '
e file space or when you o ifi
. nly need a specifi
mono-chrome Y e pecific palate of colours such 3

3.5 Vector Images

Vectorimage describe an image using shapes and geometric forms such as curves, points, circles
rectangles, lines and polygons. A coordinate system is used to represent the shapes. The'object;
apd Properties are stored mathematically. Each of these objects has properties to tel| you the
S12e, colour, position etc.

Avector image is resolution independent and hence we can enlarge or shrink the image without
affecting the output quality.
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| Circle ‘ Rectangle
Image
Drawing List | <circle cx = “100” ¢y = 100" r = | <rect x= “14" y = “23" width ="250" |
“50” fill = “ blue” stroke = “black” | height “50” fill= “blue” stroke = “black”
stroke-width = “5" /> stroke-width = “3" />
Notes Centre is defined via cx,cr and r is | X and y gives the tip left start location |
the radius
—

Use of Vector Image

= Todesign logo’s and scalable high end graphics

Example of Popular 5VG Format

What is SVG?

SVG stands for Scalable Vector Graphics and is used to define vector-based graphics for the Web.
It defines the graphics in XML format and does NOT lose any quality if they are zoomed or
resized. Every element and every attribute in SVG files can be animated. SVG is a W3C

recommendation.

SVG Advantages

Advantages of using SVG over other image formats (like JPEG and GIF) are:

NAESNSNSNS

The main competitor to SVG is Flash. The big
with other standards (e.g. XSL and the DOM

open source,

SVG images can be created and edited with any text editor

SVG images can be searched, indexed, scripted, and compressed
SVG images are scalable

SVG images can be printed with
SVG images are zoomable (and the image can
SVG is an open standard

SVG files are pure XML

high quality at any resolution
be zoomed without degradation)

er Flash is the compliance

gest advantage SVG has ov
hat is not

). Flash relies on proprietary technology t
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6 images €an be created with any text editor, but it is often more convenient to create SVG
C

1ges with a drawing program, like Inkscape. To create an SVG, you need to add the tags <svg
o “InS—' http://www.w3.0rg/2000/svg"> at the beginning and </svg> at the end.

copy the following into a text file and save it as image.svg

g xmins = “http://www.w3.0rg/2000/svg">

<rect width = "100" height = “80" x = “0” y = 0" fill = “green” />

<line x1="5" y1="5" x2="250" y2="96" stroke="red" />
<circle cx =90 cy = "80" r= “50” ill = “blue” />

<text x = ”180" Y= "60” > Sa.mple Text </text>

<[sVE>

once you have saved this, drag it into a browser window and you should see some shapes. SVGs
are very powerful and you can attach code to their structure, making them interactive.

Questions

1. Give some objects that can be used in vector graphics:

= Line
= Text
= Rectangle
= C(Circle
2. Give the properties needed to display a rectangle:
| | x,y
= width, height
= fill

= stroke (colour), stroke-width
3. Give the properties needed to display a line:

* x1,yl- startcoordinates
* x2,y2 - end coordinates
* width

= fill

* stroke (colour)

What would the following drawing list produce?

<|ine x1=|l0|l V1="0" XZ:uGu y2=u6n stroke="red" />

<rect width="4" height="4" x="1" y="1" fill="yellow" stroke="green" stroke-width=1 />
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<line x1="6" y1="0" x2="0" y2="6" stroke="black" />

3.6 Comparison between Bitmap and Vector Graphics

Bitmap Images Vector Images 1
= Bitmap images scale resulting in file * Vector images scale without file size
size increase / decrease increase / decrease
* Bitmap images distort (pixelate) * Vector images scale without
when scaling distortion to the image
* Bitmaps are better for photo editing
* Bitmaps require less processing
power to display

Advantages of vector images over bitmapped images for displaying images on the Web
v" Scalable
v'  Efficient

Why is the Adobe Flash .swf file format becoming a-less appropriate way of presenting
. graphical content on the Web?

v" Not supported by iOS and Android, and mobile is growing
V" Improving support for SVG, which is a W3C standard

Image file format best suited to presenting photographic images on the Web.

v JPEG

JPEG

Joint Photographic Experts Group format is used to display photographs and other continuous-
tone images on the web

JPEG format supports CMYK, RGB (millions of colours), and Grayscale colour modes. Unli-ke GbIF
format, JPEG retains all colour information in an RGB image but compresses file size bY
selectively discarding data.
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compression Type

Lossy compression and this results in a |gss of qualit

'+ most image editing programs you can cpecify ho y if a high level of compression is applied.

! w much compression or loss of quality you
waf .

pifference between GIF and JPEG

= Another important difference b

etween GIF :
transparency. and JPEG is that JPEG does not preserve

image file format best suited to Presenting non-photographic images on the Web
v PNG

PNG
Portable Network Graphics (PNG) is a little bit like the best of both worlds.

Compression Type
Lossless compression and for display of images on the web.

Unlike GIF, PNG supports 24 bit images and produces background transparency without jagged
edges; however, some older web browsers do not support PNG images.

PNG format supports RGB, Indexed Colour, Grayscale, and Bitmap mode images. PNG also
preserves transparency in grayscale and RGB images.

1.0 Information Representation - Sound

4.1 5ound
Sound is an oscillation of pressure transmitted through a solid, liquid, or gas (there is no sound
in outer space as space is a vacuum and there is no solid, liquid or gas to transmit sound

throught).
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Sound is often recorded for two channels, stereo; feeding 2 left and right speaker whose Outpyy,
may differ massively. Where one channel is used, this is called mono. 5.1 surround sound Use;

'n cinemas and home media set ups use 6 channels.
ans they have an almost infinite amount of detaj
i

Sound waves in nature are continuous; this me
t sound. This makes them very difficult to recorg

that you cou!d store for even the shortes
perfectly, as computers can only store discrete data, data that has a limited number of data

points.

Human can hear scunds in the frequency range of 20Hz - 20, 000 Hz

4.2 Digital Sound

it is recorded often using a microphone which converts analogue sound into digital format by
altering the output signal from the device. Hence, to store the sound file digitally, the voltage js
sampled at frequent intervals (such as 48 KHz)) and stored in binary code usually in 16 or 32 bits

per sample.
hat sounds close to the real thing you need to look at the analogue sound

To create digital musict
waves and try to represent them digitally.

te the analogue (and continuous) waves as discrete values.
The first step in doing this is deciding how often you should sample the sound wave, if you do
it too little, the sample stored on a computer will sound very distant from the one being
recorded. Sample too often and sound stored will resemble that being recorded but having to

store each of the samples means you'll get very large file sizes.

This requires you to try to replica

To decide how often you are going to sample the analogue signal is called the sampling rate.

j _—;-2 igh :.l_lqir];lr | ] 13 igh sample rate 14 Iﬂgh‘\alqll: nale .
l

} |A/ /
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|
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4.3 Sound Terminologies

Sampling Rate - The number of samples taken per second

- The Sl unit of frequency defined as the number of cycles per second of 2

Hertz (Hz)
periodic phenomenon
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sampling Resolution - The number of bits assigned to each sample

ling resolution
The sampling allows you o set the range of volumes storable for each sample. If you

w sampling resoluti , . -
have alo pling resolution then the range of volumes will be very limited, if you have a high

ing resolution th ile s
sampll_ng en the file size may become unfeasible. The sampling resolution for a CD
is 16 bits used per sample,

File sizes

v Bitrate - the number of hits required to store 1 second of sound

To work out the size of a sound sample requires the following equation:

File Size = Sample Rate * Sample Resolution * Length of sound
Or

File Size = Bit Rate * Length of sound

Sound File Sizes

If you _wanted to record a 30 second voice message on your mobile phone you would use the
following:

Sample Rate = 8,000Hz, Sample Resolution = 16 bit

Length of Sound = 30 seconds

Therefore the total file size would be: €,000 * 16 * 30 = 3 840 000 Bits = 480 000 Bytes
4.4 Sound Editing

If you are interested in sound editing you can start editing your own music using a program
called Audacity. Using Audacity you can create your own sound samples with different sample

rates and sample resolutions, listening to the difference between them and noting the different
file sizes. :

Sampled sound

Why might a digital representation of a sound struggle to be a perfect representation?

A sound wave is continuous data, whilst digital data is discrete and the representation is an
approximation of the original
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Why might you choose to have a lower sampling rate than a higher one for storing a song on
your computer?

The higher the sampling rate the more data is needed to be stored, meaning the larger the fija
size.
What is the sampling resolution?

The number of bits assigned to each sample, effecting the range of volumes that can be storegd

in a sample

‘What is the equation to work out the bit rate of a song?

4 Sampling Rate * Sampling Resolution

For the following sound sample work out its size:

v' Sample Rate = 16,000Hz

v Sample Resolution = 8 bit

v Length of Sound =10 seconds

v Answer :16,000 * 8 * 10 = 1 280 000 Bits

Work out the sample rate of the following sound ﬁ_le:

’ v" Sound File = 100,000 bits
v"  Sample Resolution =10 bit
v'  Length of Sound =5 seconds

: 100,000 / (10 * 5) = 2,000Hz

v"  Answer
Why might a song recorded with the following settings:
Sample Rate = 22,000Hz
Sample Resolution = 16 bit
Length of Sound = 10 seconds

Have a file size of 7,040,000 bits?
Answer: The file might be recorded in stereo, meaning twice the amount of data would

AN N NN

have to be stored

4.5 Sound Compression .
As you can see we have some serious issues with the size of sound files. Take a look at the sizé

of a 3 minute pop song recorded at a sample rate of 44 kHz and a sample resolution of 16 bits.

44,000 * 16 * 180 =126 720 000 bits (roughly 15 MB)
As you are probably aware an mp3 of the same length would be roughly 3Mb, a fifth of the size:

So what gives?
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sy losee that the raw file sizes for sounds

. are just Loo big to store and transmit easily,
s qeeded AWy to compress them
\\\Y-

Lossless compression - compression doesn't lose

‘ : any accuracy and can be decompressed into
5 (dentical copy of the original audio data.

pample of Lossless compression
WAV files don'tinvolve any compression at a||

«  [LAC compress the WAV file into data generally 50% the original size.

1o do this ituses run length encoding, which looks for repeated patterns in the sound file, and

nstead of recording each pattern separately, it stores information on how many times the
pattern occurs inarow.

Let us take a hypothetical set of sample points:

0000000000000000000001234543210000000000000000000123456787656789876

As you can see the silent area takes up a large part of the file, instead of recording these
individually we can set data to state how many silent samples there are in a row, massively
reducing the file size:

(21-0)123454321(17-0)123456787656789876

Another technique used by FLAC files is linear prediction.
4.5.2 Lossy

FLAC files are still very large, what is needed is a format that allows you to create much smaller

file sizes that can be easily stored on your computer and portable music device, and easily
transmitted across the internet.

Lossy compression - compression loses file accuracy, generally smaller than lossless
compression

Example of Lossy compression

* MP3
* AAC
* 0GG

As we have already seen, to make smaller audio files we can decrease the sampling rate and the
$ampling resolution, but we have also seen the dreadful effect this can have on the final sound.
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How it works?
The compression works by reducing accuracy of certain parts of sound that are considereg t&h
beyond the auditory resolution ability of most people. A

This method is commonly referred to as perceptual coding. It uses psychoacoustic mo
discard or reduce precision of components less audible to human hearing,
remaining information in an efficient manner.

dels to
and then recorgs the

Because the accuracy of certain frequencies are lost

you can often tell the difference between
the original and the Lossy versions by being able to h

ear the loss of high and low pitch tones,

5.0 Information Representation - Video
5.1 Videos

Video is defined as an electronic medium for the recording,

copying, playback, distribution,
display of moving visual

and audio media. The world of video has evolved from CRT to more
advance modern technologies. Video data may be represented as a series of stil| image frames.

5.2 Video Terminologies

1. Frame rate: is the number of stil images (or frames) recorded every second.

Usually frame rate is expressed in frames
fps.

2. Resolution: is how many pixels the image has.

per second (fps) and most video cameras record at 30

Resolution is usually expressed by numbers for horizontal a
pixels wide, by 480 pixels tall. Multiply the numbers and
this case 640x480 = 307,200.

nd vertical: 640 by 480 means 640
you get the total number of pixels. In

3. Aspect Ratio: is what defines the width and height of your images

L€ Most common aspect ratios are 3:2, 4:3, and 16:9.

Ipression and Format: is to save space the movie gets compressed to make it smaller.

@ camera compresses the image data and records it is the recording format.

aracteristics of Video Streams
e Rate

Itis defined as the number of still images

per second. Usually it ranges from 6 -8 for old camera
to 120 or more for modern cameras.

Commoan Standards:

* PAL
* SECAM
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» NTSC

nterlaced V/S Progressive encoding

el \-{
1 Inferiacey

nterlacing was designed to reduce flicker in early video displays and devices without

inCre'.“en‘tm.g the n‘un-wbe.r of frames per second, which would have sacrificed image details to
emain within the limitations of narrow bandwidth

How it works?

It uses the horizontal scan lines of each complete frame with them being treated as numbers

consecutively and captured as two fields (Upper field-consist of odd numbered lines, lower field
-consist of even numbered lines).

Hence, analogue d_lspiay devices reproduce the frame rate similarly and even doubling the frame
rate to overcome issues of flicker.

Images capture devices acquire the fields one at a time and doubles the frame rate motion. This

results in smoother real life details of rapidly moving parts of the image when viewed on an
interlaced CRT device but causes problems when displayed on a progressive scan device.

Examples of Interloced Formats:

v" NTSC,PAL and SECAM
Sometimes the letter | is added to video resolution to indicate interlacing. E.g. PAL video format
-7 576i50 where 576 is the total number of horizontal lines and 50 indicates the fields (half
frames) per second.

I Demrreeeitye Croo
1 ;L,rjnr{ ,-'al‘#f_: J(,.(J“S

In such systems, during each refresh period, all the scan lines in each frame in a sequence is
Updated. :

ltresults in optimum spatial resolution of both stationary and moving parts of the image when
disolaying a recorded signal or natively progressive broadcast.

" results in degradation of spatial resolution when natively interlaced signals are displayed.
Fickers and “comb” effect is often seen in moving parts of pictures unless the signal k processed
In snecial way. The latter is known as de-interlacing which results in optimisation of display of
én interlaced video from a source such as DVD, analogue or satellite source on devices like LCD

Television, digital video projector or plasma panel.

Note: Despite using de-interlacing, the produced video quality does not match true progressive
" source materials.
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5.5 Video Compression

: i ing in information t ]
Video compression is the practical implementation of source coding i heo"V_._ém
is used to reduce redundancy in video data:

In practice, most video codecs also use audio compression techniques in parallel to COMpregs
the separate, but combined data streams as one package

We need to compress video (and audio) in practice since:

a) Uncompressed video (and audio) data are huge. Hence, it causes big problems for
storage and network communications.

b) Lossy methods have to employ since the compression ratio of IOSSI.ESS methods (eg,
Huffman, Arithmetic, and LZW) is not high enough for image and video compression,
especially when distribution of pixel values is relatively flat.

5.5.1 Compression Algorithm

5.5.1.1 Interframe

It is one of the most powerful technique for video compression. The latter uses one or more
earlier or later frames in a sequence to compress the current frame.

How it works?

Simply each frame is compared with the previous ane and copies unchanged portion into the
nextone. If part of the frame movesin a simple manner, the compressor
decompressor to manipulate the frame. (

Use

issues command to the
Shift, rotate, lighten or darken the copy)

* Interframe suits wel| for program that will

playback video but poses several issues if the
video sequence needs to be altered. : '

“AsInterframe algorithm co

pies data from one frame to another, if orj
the consequent following f

ginal frame is cut out, then
rames cannot be reconstructed properly.

Commonly used compression types

a) Spatial Redundancy Remova

I-Intraframe coding (JPEG)
b) Spatla)l and Temporal Redundancy Remova| - Intraframe and Interframe coding (H 261
MPEG -
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A 1l fedundancy

N
1]

fined a5 the redundancy of information that ex
: S(f,‘ime redundancy). There are similarity betwee
qralr -
17 e of the given frame. Hence, a frame contain

n ) 1 i
11fu*(js (o their adjacent neighbours,
yaie

ists within the same frame (also known as
n the pixel values between frames within
s pixels which have similar or near similar

s 15 exploited, predictions can be made about adjacent neighbours with acceptable

iy gventually, this corrglatlon means we have lesser information to be encoded and
" amitted. As such we have video frame compression.
{ratt-

(e picture section is not complex, then this algorithm is very efficient in compressing a video

equence

( invideo telephony, the adjacent pixels in the face or eye region have similar values, there is
inimal (numerical) difference among them which means there is lot of spatial information that
. be reduced ‘

fomporal Redundaney

1his technique looks for differences between consecutive frames. If most of an image in two
(rames hasn’t changed, why should we waste space to duplicate all of the similar information?

Spatial compression removes redundant information within a frame.

for instance, a line compression algorithm, instead of representing a white line as a series of
dots with individual colour info, it can represent it as how many dots of white colour (saving

sorape space)

This problem is essentially the same as that faced when compressing still images.

dla Compression
Itis important that data be represented efficiently for two reasons:

a storage of information

To1educe the bandwidth required for transmission and also to reduce storage requirements
Wideo audio and speech)

b transmission of data
To1educe the volume of data to be transmitted (text, fax, images)
Some ¢ i
oMe common text compression techniques:

keyword encoding
fun-length encoding
Huffman encoding
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Compression can be classified as:
i.  Lossless compression

This technique is normally used for legal and medical documents, computer progra
exploit only data redundancy and is not as effective as Lossy compression.

ii. Lossy compression

This technique is normally used for digital image, audio and video where some errors ¢ Ie
be tolerated. It basically exploit both data redundancy and human perception P"Opem :

iii. Constant bit rate versus variable bit rate coding
5.6.1 Keyward Encoding

In this encoding technique, frequently used words are replaced with a single chara

example:

Word | Symbol

and’ + ,,
many [S$S 3
as A
the '“

it #

in &

is | %

Consider the following:

'Imputer Science is merging as the most important field for a nation developmentin "
orld. As it is right now many countries are adapting the curriculum to inculcate the e
this subject in their education system. As it is, England has been the first one t g
educational approach in this sense and is being followed by many developed countrle_ S,

Encoded Text

Computer Science % merging » ~ most important field for a nation development
world. * # % right now $ countries are adapting ~ curriculum to inculcate ~ essence
& their education system. A#%, England has been ™~ first one to gear its educattonal a
this sense + % being followed by $ developed countries.

v’ Original Text (Characters + Space + Punctuation) =371
v Encoded Text (Characters + Space + Punctuatign) = 341
v Compression Ratio =341/371~=09

Note; The characters we use to encode cannot be part of the original text.

amScanner
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_1ength Encoding

. _ ' .
data streams, it often occurs that a single character may be repeated over and ove
e

|arg
" ., along sequence.

. . r'
Length encoding, a sequence of repeated characters is replaced by a flog characte

n ed by the repeated character, followed by a single digit that indicates how many times the

oW
foj!o\ .
haracter 1s repeated.
chare

mple: €CCCCCC would be encoded as: *C7
prampie:

*A6*B5*C7*28 would be decoded into the following original text:

AAAAAABBBBBCCCCCCCZZZZ2Z2ZZ2

The origina| text contains 26 characters, and the encoded string contains 12 characters, giving

¢ 2 compression ratio in this example of 12/26 or approximately 0.46
u

o ; 't encode
Gince we are using one character for the repetition count, it seems that we cant
|

: faEn ot igit,
epetition lengths greater than nine. Instead of interpreting the count character as an ASCII dig
r -
we could interpret it as a binary number.

ltisto be noted that:

« The repeated occurrence of the same character is called a run
. The number of repetition is called the length of the run
«  The run of any length is represented by three characters

eeeeeee/tnnnnnnnn
@e7t@n8

A Huffman Encoding
' this lechnique, fewer bits are assigned to symbols that appear more often and more bits to

Lhe symbols that appear less often

Huffman codes using variable-length bit strings to represent each character. Some characters

may be represented by five bits, and another few by six bits, and yet another few by seven bits,

and so forth,

s very efficient when occurrence probabilities vary widely

The Huffman codebook from the set of symbols and their occurring probabilities
Two properties:

¥ generate com pact codes
Y prefix property

Consider the Following Huffman Code:
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Huffman Code | Character
00
01
10
110
111
1010
1011
1111

O|lZ|H|=|>|=|z2|w

The word TRANSMISSIONS would be encoded in binary as
: 101011111001 001011100000 100001 00

Let’s say we use Huffman encoding for the above string, it is 32 bits long.

If we use a fixed size string of |et’s say 8 bits to represent each character, the binary form of
original string would have been :13 *8 = 104 bits

Compression ratio
:32/104 =~ 0.31

";important characteristic of any Huffman encoding is that no bit string used to represent a
Eharacter is the prefix of any other bit string used to represent a character.
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-0CE Fund ale - .
.Oplocessor | amentals - CPU Architecture
: gt“"Cd program Concept

s € ncel'at s‘.tatefrstt:zj ad program must be in main memory for it to be executed. The
ins ction ls-t':el:j-etc ' tecf0 Ed-and executed one at a time. One should remember that the
ory is divided INtO @ SELO contiguous locations which is accessed by the processor to read

> computer Architecture and the Fetch-Execute Cycle
_- 1 von Neumann Architecture

john von Neumann introduced the idea of the stored program and realised that data and
srograms aré indistinguishable and can therefore use the same memory.

yon Neumann architecture key aspects and features are:

= Applies to single processor

= Program consists of a sequence of stored instructions

« |nstructions and data are stored in a continuous block of main memory
= instructions are executed in sequence

InaYon Neumann machine:

Al dzta and instructions are stored in the Main Memory. Instructions are sent to the Processor
dlong the System Bus to be executed. Any input and output (such as printing and entering
ins:-uction) is performed by /O devices with the data travelling from the I/O devices to the

precessor and Main Memory by means of the System Bus

CPU Memory Input /
Output
‘ 1 I 1 —>
System Bus

"Tolows a linear sequence of fetch-decode— execute operations for the sequence of
"Slructions which make up the program- in order to do this, the processor has to use some

ecia registers.
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—~~~ection between different devices. This connection will normally consist of myts,
- ch signals, instructions and data will be carried. In Von Neumann Archit

~ole bus to manage the connection between the three main components. TheSVﬂen:

- consists of 3 separate buses, each with a specific task that you need to know.

2 4 v

!
/
'
s

-

register (MDR] is at one end of the data bus which is bi-directional. (I.e. allows processgy
<truction set to read values from main memory and store values in memory)

Control bus is used to send control signals from the control unit to the other components of the
system. A separate wire is dedicated to a particular control signal, for example:

s 3 completed data transfer (read or write) operation
= interruptrequest

€.2.1.2 ALU {Arithmetic Logic Unit) _
£.LU Performs arithmetic (ADD, SUBTRACT), and logical (AND.OR, NOT) comparison operations.
it handles all calculations.

6.2.1.3 CU {Controi Unit)
It controls the flow of instruction from memory to CPU, coordinates the 1/O devices of the
computer and directs the operation of other components via control signals.

6.3 Clock
The processor clock is a timing device that synchronises when the fetch, decode execute cycle

runs. A computer may contain several clocks each one used to regulate a particular thing. Th:
CPU does no work until told to—even though data may be on the External Data Bus. You neef
a buzzer to tell the processor to start. This is referred to as a clock which is actually a stream @

pulses.

6.3.1 Clock Speed

_Itis defined as the number of cycles that are performed by the CPU per second. Clock sPee_f’ is
* the CPU's maximum speed, not the speed at which the CPU must run. It is used to sVﬂChrog W
eternal and external activity. '

One cycle per second = 1 hertz (Hz); 1 million cycles per second = 1 megahertz (MHz)
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mma"d requires at least two clock cycles. Clock speed is the maximum clock cycles per

ey ¢ gAC clock cycle is the time taken by the special wire to charge. The CPU needs at [east two

" |os to act on each command. A cycle is one complete up-and-down segment of the sine
k CY

W

i\ yave

clock speeds
_ phertz(1H2) = 1 cycle per second
_ 1megahertz (1 MHz) =1 million cycles per second
_ 1gigahertz (1 GHz) = 1 billion cycles per second

intcl 8088 ran at 4.77 MHz
Modern CPUs run at 3+ GHz ( core i5,core i7)

1 ncreasing the performance of our computer
Ihch are 3 things that can boost our computer’s performance:

/ Increase the word length

- Word Length or word size is the number of bits that processor can process at
one time. ' '
—  The larger the word size, the larger and precise instructions it can handle.
- Some specific game console even exist with word size 128 bits. E.g. IBM system
/370 is considered as 128 bit
v Increase the clock speed

- With a faster clock speed, the CPU would be forced to perform more
instructions per second. .e.g. Clock speed 3 GHz is 3 times faster than 1GHz.
- However, note by increasing the clock speed, the processor uses more current
and eventually it gets hotter and can even be damaged.
—  Gamers often use the feature of overclocking their processor for processor

intensive games but use high quality heat sink for cooling (liquid cooling).
v Increase the bus width :

- It is defined as the number of bits of information that a bus can carry at one
time.

- If your processar bus width was 64 bit but your other bus 32 bit it would lead to
a bottle neck, hence the larger the bus the faster is our computer.

- Modern processor are 64 bit based while few are still 32 bit.

- c.g. Intel Itanium 2 processar system bus is 128 bit

Ports

The

pi; s¢ are method through which input or output is performed between the processor and
pheral devices in the computer. Common ports that are used are USB (Universal Serial Bus),
(RQBISIEI‘Qd Jack), Firewire etc.
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0.6 Repister . ) i
Aregister is simply a location that can store data. Registers can be thought of in the sa %
as individual locations in memory in that they store data, although memory locations +3

speclal purpose. The registers are outside the immediate access store and consequentfy B‘i 5
faster access to the data they store,

0.0.1 List of Repisters

v Program Counter (PC) -itis also called Sequence Contrg| ReBiSter(sm,
v Current Instruction Register, (CIR)

v Memory Address Register. (MAR)

V' Memory Data Register, (MDR) - it also called Memory Buffer Register (MBR)
v Accumulator. (ACC)

v Index Register ~ (IR)

06.6.2 Register Purpose and use during the Fetch Execute Cycle

Program Counter (PC)
PC Contains the address of the next instruction to

is then incremented. The contents are altered
instruction.

be fetched. It Passes address to the MAR ang
to the operand of the instruction if 3 jump

Current Instruction Register (CIR)

The CIR holds the current instruction. The instruction is divided in

to the op-code angd operand.
This register holds the instruction while the op-code is decoded and then sends the address tq
the MAR.

operand of the current instruction in the CIR js loaded into the MAR.

Index Register {IR)

“Index Register modifies the address held in the CIR b

y the addition of the contents of IR or an
integer value, It is used in indexed addressing.

Memary Datg Register (MDR)

During the fetch stage the contents of the address in the MAR is copied into the MDR. The
contents of MDR is the instruction to be used (this is copied to the CIR).During the execute §tage
(store instruction) the contents of the Accumulator is copied into the MDR. During the execute
stage (load/add instruction) the contents of the memory location is copied into the MDR
Accumulator

Accumulator hold the

o is held in
data currently being processed. Result of calculation is he
accumulator before bein

B passed to memary unit.
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. of the Fetch-Execute Cycle
;;nce of steps describing the fetching and execution of a single program instruction

sedl!
ne sTAGE

(opy the address that is in the program counter (PC) into the memory address register

(MAR)
increment the PC for the next fetch instruction

(nad the instruction that is in the memory address given by the MAR into the memory
gataregister (MDR).

1 load the instruction that is now in the MDR into the current instruction register (CIR).

J

jicopt STAGE

iJentify the type of addressing being used by the instruction
|, If the address is a direct address, load a copy of the address into the MAR and
retrieve the contents of the address.

I Ifthe address is an indexed address, add the address to the contents of the index

register (IR) and copy the result to the MAR. Retrieve the contents of this
address, : ‘

(  Decode the instruction,

XCUTE STAGE

/I theinstruction is a jump instruction then
|, Load the address operand into the PC.
. Gotostep 1.
i Lxecute the instruction.
0 Gotostep 1.
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ch Execute Cycle Typical Diagram of processor

6.8 pseudocode version of Fet

Note: — means assignment operator b4

main memory
]

MAR «—  [PC] —
[PC]+1

central processing unit (cmTE‘"
control unit A

PC -
MDR —  [(MAR]]

1

2

3.

4. CIR [MDR]
5. Decode

6

7

Execute

GotoStep 1

6.9 Detailed Diagram of Processor

rMemory address register | MAR

Program counier PC

Address

Incrementer

Memory

Data

U

Memory buffer register

%7
S |

IR|] ©Op-code Address
i ,
Do

Control LNk
D1

D2 )

D3 X

D5 2

06

e ‘EE D7 )

8 ddaregisters

ALU
(Anthmetc & logic unit ‘c—:_:——iJ
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,'\l;]'l(*f'f‘lfpts Start
y | . '
t\n Aterruptis @ signal sent to the processor by devices B
M ograms indicating that they require the attention l
of the processor. Felch instruction
Execute instruction
v
Any morc instructions?
Yes Ho
6101 Types of Interrupts !
End
10 or Hardware interrupt
n of speed

/ Generated b

v EB.

NN

Pr A

v hardware (1/0 devices) to signal a service request (allows resolutio
mismatch implications) or an error has occurred.

Printer has emptied the buffer and wants it refilled. (1/0)
Printer is out of paper oris not connected. (I/0)
Close down safely in the event of a power failure from: (HW)

er Supply (UPS) which took over when the main electricity was

upply is running low.
h power is still leftin a laptop battery informs the

%)

Q

» An Uninterruptible Pow
lost but now its rechargeable power s
«  The device which measures how muc

processor it is running low.

Generated at fixed intervals.
Alows for display refresh and to control access to proces

orogramming system.

sor in multi-access or multi-

rintorrupt
Generated due to an error in a program.
*  Violation of memory use (trying to use par

other use). .
* Anattempt to execute an invalid inst

t of the memory reserved by the OS for

ruction (e.g. division by zero).
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6.11 Handling of Interrupt by OS

How can the interrupted program be resumed from where it left off when the inteprym ¢

been serviced? w”?ﬁa;
Start

— e

Fetch instruction

l

Yes . .
LExccule instruction
Any more inslwuctions? l': -
T I: there an interrupt
To in thc mterrupl quouc?
Neo l Yes
Jr Service the next interrupt

in the wterrupt qucuc

|

The contents of all the registers (small, permanent storage locations within the CPU used for a
particular purpose) in the processor must be saved so that the processor can use them to service
the interrupt but can load their contents back in to resume the job being interrupted once the

interrupt has been serviced.

What happens if the current job is more important than the interrupt?
Priority of interrupt compared with current job.

If higher:
Interrupt is serviced by the processor.

If lower:
Place interrupt in a queue. Current job continues with next cycle.

What happens if some interrupts are more important than others?

The Interrupt is allocated a position in job queue according to priorities. Now how this priority

is decided is called scheduling.
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, pondling of Interrupts Summary
57 current cycle is completed
I

priority of interrupt compared with current job
If higher:

iil.

Contents of special registers saved, current job allocated position in job queue
according to priorities

- Interrupt is serviced by OS.

On completion values of special registers from original program are loaded and
original job restored.

If lower:

- Interrupt allocated position in job queue according to priorities.
- Current job continues with next cycle.
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7.0 Processor Fundamentals — Processor’s Instruction Set
7.1 Assembly Language

A _ .
sembly language is an example of low level language. It is CPU specific and makes direct
se

of in i ; o , i
ternal registers. It uses Mnemonics to give instruction from its instruction set.

7.2 Processor Instruction set

It is the range of instructions that a CPU can exccute. They can be grouped according to the king

of processing they cover.

1. Arithmetic (ADD,INC,DEC)

2. Data Transfer (IN,0UT)

3. Logic (OR,AND,XOR,NOT)
4, Jump (JPE,JPN,IMP)

5.

Compare Instructions (CMP)
The instruction are made of two main parts which are:

.  Opcode - instruction name
ll. Operand - data or address

E.g. of a Machine instruction

LDM # 69
LDM # 69
Opcode Operand
LDM #

Operation Addressing mode

ber of bits allocated for opcode and opera
d a smaller operand (Inte

e for operand (ARM

The num

or have lots of different instructions an

process
hers have less instructions and more spac

while ot
mobile phones)
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‘ ’ m; Explanation
operan
@”{E’_— Immediate addressing. Load the number nto ACC
f}-_@hﬂ/'m Direct addressing. Load the contents of the given address to ACC
ﬂpD “address> | Indirect addressing. The address to be used is at the given address.
10! o Load the contents of this second address to ACC
_—[<address> | Indexed addressing. Form the address from <address> + the
D contents of the index register. Copy the contents of this calculated
; address to ACC
:‘ﬁ/ <address> | Immediate addressing. Load the number n to IX
TLT{’ <address> | Store the contents of ACC at the given address
Vj@’/:j;g_c_i_rcsw Add the contents of the given address to the ACC
\wa/_irfcgﬂr) Add 1 to the contents of the register (ACC or IX)
| Ec’f_f_rﬁg_istcw Subtract 1 from the contents of the register (ACC or IX)
| W,P/ <address> | Jump to the given address
W —oddress> | Compare the contents of ACC with the contents of <address>
o L0 Compare the contents of ACC with numbern
L <address> | Following a compare instruction, jump to <address> if the compare
was True B
W <address> | Following a compare instruction, jump to <address> if the compare
was False
IN Key in a character and storc its ASClI value in ACC
ouT Output to the screen the character whose ASCIl value is stored in
ACC |
|END Return control to the operating system

\x

All guestions will assume there is only one general purpose register available
(Accumulator)

# A0 denotes Accumulator
IXdznotes Index Register
#d2notes immediate addressing

Bdenotes a binary number, e.g. 801001010
&denotes a hexadecimal number, e.g. &4A
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/.3 Addressing Mode
Addressing mode is defined as the rule for interpreting or modifying the address fielq
Ufan

instruction.
Effective address is the address of operand produced by the application of the rul
. e fOr

interpreting or modifying the address field of the instruction before the operang is acty
ally

referenced.
There are 5 main types of addressing mode that we shall consider

1. Immediate Addressing
2. Direct Addressing / Absolute Addressing
3. Index Addressing

4. Indirect Addressing

5. Relative Addressing

Imrnediate Addressing
In this mode, operand is part of the instruction itself. It implies that the operand = address field

E.g. LDM #25 means the accumulator will hold value 25 (operand)
| Disadvantage
» |t has a limited range

[ Advantage

f = Since there is no memory reference
to fetch data, it is fast

[ Use : it might be used to simulate constants

Direct Addressing / Absolute Addressing
In this mode, address field contains address of operand. Effective address (EA) = address field
(A). E.g. LDD 1000 means that the value 1000 in the address part of the machine code instruction

is the address of the data.
~ Advantage Disadvantage
= Memory is accessed only once to get = ' Limited address space i.e. it does
the operand. not allow access to all memory
* Single memory reference to access addresses as there are memory
data addresses larger than can be held in
= No additional calculations to work the address part of an instruction.
out effective address For e.g. in a standard 32 bit word, 8
= Simple to use bits are used for the instruction code
(op-code) and 24 bits are used for
the address of the data this allows
ONLY 22 locations in memory to be
addressed.

Use : One use might be to simulate variables
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000 will load the value at address 1000 in accumulator

51007
Instruction
[ﬁde Address 1000 Memory
998
999
> 1000 200
1001
ACC 200 1007

ot Addressing
i this addressing mode. The memory cell pointed to by address field contains the address of

ointer to) the operand. Effective address (EA) = address of address .i.e. look into address (A)
and look there for operand E.g. LDI 1000

Advantage Disadvantage
™« It offers a large address space of 2" * We have to access multiple memory
where n is the word length. to find operand which makes it
slower.

Use : It might be used to simulate pointers

cg. LD 1000 will load the value 50 in ACC

Instruction

3 Opcode Address 1000 Memory
— : L
998
999
» 1000 1002
1001
ACe 50 - 002 | 50 ¢
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Indexed Addressing
pecial regist s part of an instruction (Indexed
£ g, LDX 998 = LDX (998 + Index

ddress (

just the addres

or is used to ad
dex register.

In this mode, @ 5
Register). Effective 3 EA) = address + in
Register)
Advantage
v Allows a sct of contiguous data locations to be accessed such as an array or compute
memory without modifying the instruction. Hence, the address in the instruction doe
f the Index register.

not change but rather only the content o

Use
/ Itis used to simulate arrays
98 + 3) in the accumulator i.e. 69

| load the value found at (9

E.g. LDX 998 wil
Instruction
Opcode Address 998 , Memory

998

/
IR . 999 50
1000" | 78

69

1001

22

ACC F 69 J 1002

ent address + address of PC (Program Counter). LS
d as index register. The address field in the
h is added to the PC to form the address of

Relative Addressing
he actual address is the curr
t that the PC is use

dressing excep
ger whic

In this mode, t
dered to be 3 signed inte

similar to index ad
instruction is consi
the operand.

Effective address (EA) = address + Program Counter

Uses
v It might be used for cache usage and locality of reference

e.g. LDA-5
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A _ \-“”_!blv Language

A \y Language is an example of a LLL. (Low Level Language). It is usually used to program
_\s_cclT; 5 and are specific to them. It makes use of registers, mnemonics to program code and
‘.ﬂltlzcl'c jifferent memory modes, and labels to jump from one point to another portion.

%

ma"‘aﬁe ' Disadvantage

.my efficient since they are * They are difficult to use

close to machine code = Programmers need to know the
, |t allows excellent control for the internal architecture of a CPU to code
processor which is suitable for properly

writing hardware drivers.

There are 3 types of statements in assembly language. Usually, one statement should appear

1. Executable Instructions
« |t generates machine code for CPU to execute during run time.
. Itis instructions to tell the processor what to do.

5. Assembler Directives

» |t provides information-to assembler during translation of programs.

. Itis used to define data, select memory model etc.
« |t should be noted that non—executable directive are not part of instruction set

3. Macros

« These are shorthand notation for a group of statements.
« Itis usually a sequence of instructions, directives or other macros.

Assembly Language instructions have the format:

<Label :> mnemonics <operand> <; comment>

8.2 Machine code '

Vetine code is simply binary instruction such as 1011 1101 0010 1010 is very efficient but is
ver difficult for human to programs. As such CPU maker provide a set of Mnemonics to use with
their cracessor. ‘
N Vinemonics

INen i i |
mdiﬁon,cs are simply a set of programming instructions that are later translated into machine
by an assembler. The same binary instruction could yield to MOV ACC 32.

ot Aﬂsmbly language, mnemonics are the opcode {Operation Code) command such as LDD, ADD
et of assembly instruction set has already been seen above.
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8.3 Symbolic Addressing
Symbolic addressing is used to use define a symbol for the data item or location in memory
instead of an absolute address. Normally, a word is used to represent the actual data.

Advantage of Symbolic addressing over direct memory references

* Program in memory is re-locatable (i.c. we do not particularly care about its absolute
location)
» The software becomes more understandable by using symbols

8.4 One and two pass assemblers

It is not easy to translate assembly language in one single pass through the ASSEMBLER source
code. The problem of forward references arises. The assembler solve this problem by performing
two different passes over the user program.

How it works?

The goal of a two pass assembler is to draw a symbol table. After the first pass, all user defined
identifiers necessary information are recorded in this table. The second pass, allows full
assembly to occur by referring to the symbol table whenever it is necessary to determine an
address for a named label or the value of a name constant.

During the first pass, errors also are uncovered while in the second pass depends on the first
pass Lo be able to rescan the program.

f * symbol Table g

Source Code = Pass 1 » Pass2 __» Object Code

M > » Listing

Assemblers all make heavy use of table.

* The Opcode Translation Table
*  The Symbol Table

* The Directive Table

*  The String Table

The first pass aim to create a symbol table. The first pass also keeps track of the address entries

as it goes through the source code. It then supervise the source handling, lexical and semantic
analysls,
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¥ cehics and Ownership — Computer Ethics
", computer Cthics

R
I GOARRE

ics i3 sct of c0:§ :tfacnc;l::;t '?'g dOW.n by professional bodies so that their member adhere
of behaviour that its members are expected to follow in their

It scts outt
onal Ilfc

) I
:-(chssi
~mputer cthics IS needed due to ethical problems aggravated, transformed or gencrated by

technology. Computer ethics should be considered as part as the power to trigger

,afnpU‘LCr
dustry and

;CVCIOpmcnt and standards of good practice and conduct in the computing in
grofcssionals.

why do We need ethics?

rheneed of 3 processional code of ethics in computing ari
stentia] to 4O “good” or cause harm or to enable or influ
- cryindividual has pride in his work and want it to be given recognition an

ftware controls many aspects of our lives from safety (Car ABS, Airbags to
. financial (banking, Tax filing) and more.
| organisations have code of professional conduct. They provide guidance for
rofession who want to behave ethically or those who do not
There are several organisations for the range of professions
s are the ACM and |EEE Computer Society. They

se from the fact that software has the

ence others to do well or cause harm.
d respect. Nowadays

Air Traffic Control)

\iany professiona
new Or young members of the p

«now what is expected of them.
nduded in the computer industry. The mainone
doveloned a Code of ethics and Professional Conduct.

One of them is BCS (British Computer Saciety)

| The 225 produced a code of practice which has four pillars:

¢+ The Public Interest

* Duty to the Relevant Authority

“ Duty to the Profession

*  Srofessional Competence and Integrity .
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The ACM (Association for computing) is one of the body that has its own code of ethjcs a

. . nd
of ethical principles approved by the IEEE (Institute of Electrical and Electronic Engineers), 4

[ Advantages DisadvarﬁQ
= It sets out the responsibilities and * The standards are obligatory
ideals of the profession. * Thereis the question whether such 3
* Itimprove the profile of a profession code of conduct is desirable or
* Itexerts a de factor regulatory effect feasible
which protects both the clients and " It does not cover all aspects of
professionals software development
* It provides guidance on acceptable * It cannot provide. a universa|
conduct guidance given the heterogeneQUS
* Theimproves quality and consistency - nature of the profession
"t raises awareness and * It does not provide clear explanation
consciousness of issues on who determines the violations,
how the rules are interpreted and the
penalties that exist for violations.#

8.4.2 Characteristics of a Code of Ethics
v These are not simple ethical algorithms that generate ethical decisions
v" Sometimes part of the code may be in conflict or tension with each other or other
sources.
v" Hence a good code of ethics provide fundamental principles which require thought
rather than blind allegiance.

8.4.3 ACM/IEEE Software Engineering Code of Fthics

Software Engineers / Developers contribute directly or by teaching to the analysis, specification,
design, development, certification, maintenance and testing of software systems. Due to their
roles, software engineers have significant opportunities to do "gbod" and cause harm, As such
they have to adhere to a Code of Ethics and Professional Practice,

The code contains 8 principles on behaviour and decisions made by software developers or
engineers and other software industry actors. Eaci clauses states some obligations for each
individual claiming to be or aspiring to be a software developer. The code expresses the

con.sensus of the profession on ethical issues, it is a means to educate both the public and
aspiring professionals about the ethical obligations of all software engineers.
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plic , .
Py _ software engineers shall act consistently with the public interest

s that software developers have to approve software only if it is safe, meets
_ired standards and passes test. The software should not diminish the quality of life,
- y or harm the environment.

fware developer should disclose any actual or potential danger to the user.

el

' ould be fair and avoid deception in all statements concerning software.

~rivac

ent and Employer
software engineers shall act in a manner that is in the best interests of their
client and employer , consistent with the public interest

cli

v

-he cngineers should be honest about any limitation of their experience and education.
—here is need to keep private and confidential information consistent with the public
terest and the law.

they should not knowingly use software that is obtained or retained either illegally or

Jnethically.

3, product ~ , .
- . Software engineers shall ensure that their products and related modifications

meet the highest professional standards possible.
. The developers should strive for high quality, acceptable costand a reasonable schedule

-rd ensure that significant trade-offs are clear.
+ There should be adequate testing, debugging and reviewing of software along with

relzted documents.
v 4 forms of software maintenance should be treated with same degree of

crofessionalism as new product development.

4 ldgment A
~ Software engineers shall maintain integrity and independence in their
professional judgement.
They developers should not engage themselves in deceptive financial practises.
Conflict of interests that cannot be reasonably avoided or escaped should be disclosed

toall concerned parties

. Management
~ Software engineering managers and leaders shall subscribe to and promote an

ethical approach to the management of software development and
Maintenance.
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Software engineers should be informed of the standards before they are held to thep,

There should be fair and just remuneration.
Expression of ethical concerns about a project by someone must not be Punishable,

Profession :
» Software engineers shall advance the integrity and reputation of the profession

consistent with public interest ‘
Everyone should strive to promote public knowledge of software engineering
They should be accurate in stating the characteristics of software on which they work.
They should take responsibility for detecting, correcting and reporting errors in software

and associated documents on which they worked.

Colleagues
» Software engineers shall be fair to and supportive of their colleagues.

Others work should be given full credit and one must refrain from taking undue credit
There should be a fair hearing to the opinions, concerns, or complaints of a colleague.
If a situation arise where it is outside of a software engineer’s own area of competence,
there is need to call upon the opinions of other professionals who have competence in

that area.

Self
~ Software engineers shall participate in lifelong learning regarding the practice

of their profession and shall promote an ethical approach to the practice of the
profession.

Software Engineers should further their knowledge
One should improve their ability to produce accurate, informative and well written

documentation.
One should improve their ability to create safe, reliable and useful quality software.

The principle of Public Interest is central to the code.

Problermns with codes of conduct

1. Notall aspect are covered in every case nor should they.
2. There is questions on whether a list of rules can define a behaviour that is acceptable

by everyone
3. There s little penalty for non-compliance to the code.

Why should we be interested in ethics and professional conduct?

v" The quality of software produced by software developers is crucial to society ( Lives

depend on safety and reliability if many software systems)
v’ Apart from the technical capability, the quality of software depend on the ethics and

professional conduct of the software engineers that develop them.
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. pifference between a CodevavCyauthbetconyimegalecture
g plics in 8l and cvery situation whéY.JBeRalRGlY e i
szﬁcc srganisation etc. s relevant in a context such as
il 0 '
o ( Lthics and Ownership.— Ownership of software and data
¢ ".__-C‘i{%.lntiOﬂ
;mc are laws pertaining’in one residing country. In the computer related industry, several
cgulations have been put in place. Some of the most common acts:
/ Health and Safety Act
s Copyright, Design and Patents Act
/ Computer Misuse Act
v Data protection Act

able creators of intellectual wealth to

for copyright and ownership is to en
o continue publishing their creations.

the justification
t themselves and give them a motive t

financially suppor

Who is responsible for ensure proper protection?

s responsible for the protection of rights

The WiPO (World Intellectual Property Organisation) i

of owners and creators of intellectual property worldwide. It forms part of the United Nations
spc =lised agency.

05 Data Protection Act —mean to protect individual’s data and its use.

lawful purpose and shall not be further

Datz must be obtained only for one or more specified
se OF purposes.

processed in any manner incompatible with that purpo
Prine

This has Eight Principles:
nd processed. fairly.and lawfully

d lawful purpose
not excessive for the required purpose

Personal data should be abtained a
Personal data can be held only for specified an
Personsl data should be adequate, relevant and

Personal data should be accurate and kept up to date
Personal data should not be processed in the accordance with the

subject
6. Personal data should not be kept longer than is necessary
;' Appropriate security measures must be.taken against unauthorized access
- Personal data cannot be transferred to countries outside/other countries unless the

country has similar legislation as the DPA

rights of the data

_U'\ -.Jb. [TE T T
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Cemponents of DPA

1. Personal data: facts and opinions about a living individual

Data Subject: is the person whom the data is needed for

Data User: is a person who need to access or use a data as part of their job

Data Controller: is the person in charge of the organization (not necessarily each ﬁme)

he decides what data the organization needs to collect and what it would be used for ]

5. Data Commissioner: this is the person who enforces the data protection act. thjs s the
person that organization need to apply in order to gain permission to collect angd stora
personal data '

B owon

8.6.3 Intellectual Property Rights — is governed by different laws concerned in respective
countriesand are usually intangible property such as software. The law crosses national borders_
There are 4 different main types of Intellectual Property Rights:

Copyright is concerned with the right to copy something

Patents are intended to protect inventions (applicable for a certain period of time)

3. Confidential information js concerned  with information obtained in particular
situations and that cannot be passed on

4. Trade marks identify the supplier or product of a particular manufacturer

N

8.6.4 Copyright
Copyright gives the quthor of any text, including code, rights of protection from copying,
Copyright prevents others from copying, issuing or amending software that it covers,

Only certain types of work are protected by copyright law. The types that concern us here are
‘original literary, dramatic, musical or artistic’ works. In practice this applies to almost all
software. Copyright comes into existence automatically and, in the UK, does not need to he
registered.

The practical effect of this is that copying software without permission is forbidden. One-off
copying can give rise to a civil action leading to the award of damages or a court order to desist.
. Commercial copying can be a criminal offence

-In Mauritius, we have the following act in place amaong others:

' The Copyright Act, adopted in 1997
v The Patent, Industrial Designs and Trademarks Act 2002
v" The Protection Against Unfair Practices (Industrial Property Rights) Act 2002
Y The Layout Designs (Topographies) of Integrated Circuits Act, 2002
. ¥ The Geographical Indications Act, 2002

of Copyright Owner

The certain exclusive rights are:

v The right to make copies of the work
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/ The right to issue copies of the work to the public, whether or not they are charged for
it.
/ Therightto adapt the work: This includes translating it

ote: copyright law does not give the owner of the copyright any power to prevent someone

(o using OF publishing identical material, provided they can show that they did not produce it

d he copyright work.

by copying t

L you can do to a copyright work

/ Itis not an infringement of copyright to make a backup of a program that you are
authorized to use but however, only one such copy is allowed.

/ Youcan ‘'decompile’ a programin order to correct errors in it or for writing interoperable
programs _

v You can scll your right to use a program in much the same way that you can sell a book

you own but however, when you do this, you sell all your rights.
isht Infringement

rorar
Copyllg

Firstly, infringement takes place whenever any of the exclusive rights of the copyright owner is
brezched. It is a matter for the civil courts and the usual remedies are available: a claim for
gamzzes or an injunction to refrain from the infringement is the most likely. Secondly

infrinzement occurs when primary infringement occurs in a business or commercial context. In

the czse of software, this could involve trading in pirated software or it could involve using
piratcd software within a business. .~ ‘ '

8.6.5 Trade Marks (IN UK done via UK Patent Office) . |

A trese mark is any sign capable of being represented grdphica”y which is capable of
distinguishing goods or services of one undertaking from those of other undertakings. A trade
mark tay, in particular, consist of words (including personal names), designs, letters,

numerzls or the shape of goods or their packaging.

is an offence for organisations other than the owner
: : ade mark when its software is
from falsely claiming that they
n protect its reputation.

fasymbol is registered as a trade mark, it ,
tO display the trade mark on their products. By displaying the tr
%2ded, the owner of the trade mark prevents other organisations

have produced the software. In this way, the trade miark owner.ca

egistered.

Tiademar protection is only effective in countries in which the trade mark is r
Microsoft

T : .
"demarks are an effoctive way of protecting retail package software from piracy e.g.

Q. = .
p(,_,,{)_ﬁ Patents (IN UK done via UK Patent Office)
peoat’e”t is a temporary right, granted by the state, enabling an
"¢ from exploiting his invention without his permission.

inventor to prevent other

cd unlike copyright. The grant of a patent

e Inven ;
llo or must apply for the patent to be grant . . :
t anyone else from exploiting the invention,

fen it thQ Person owning it (the patentee) to preven
Cy have discovered it for themselves.
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What can be patented?
Based on the European Patent Convention the following invention can be patented only if:

v s new;

v" Involves an inventive step;

v' Is capable of industrial application;

v Isnotin an area specifically excluded.

Obtaining a Patent

Applying for a patent can be an expensive and time consuming business. Patents are granted by
national patent offices in their respective countrics. In practice, there are schemes run by the
European Patent Office and the World Intellectual Property Organisation. Since the computing
is a global industry, any patents relating to computing need to be taken out in enough countries
-to make sure that the market in which the invention is not protected is too small to attract a
competitor.

8.7 Software Licensing
There are two types of software:

V" Public Domain software —these are freely available to anyone
v Licensed Software — these are copyrighted and / or patented
which is made available for use under some limitation.
Commercial Licensed Software — pay a fee with often binary form only no source code
is provided
Shareware — licensed with conditions depending on its usage. It

usually has limited usage according to number of time or days.

Open Source — software source is provided with or without license
fee '
Free software (Software Libre) — source code is provided with licensing conditions to

ensure freedom of use of the software for all users.

8.7.1 Commercial Licensed Software

In return for a licensing fee, the user is licensed to use the software subject to terms and
conditions. The rights and obligations are clearly stipulated in the license itself. The main
contents include:

v" Typical Rights - specify if can install a single copy or multiple copy
v Typical Restrictions - may specify the limitations on software platform
v" Typical Obligations - ensures that conditions are not breached.

ww.youtube.com/megalecture

MEGA LE

C 0 amScanner



www.youtube.com/megalecture

R T RO
r Online Classes : Megalecture@agmail.com
www.vol#ibe.com/megalecture
www.megalecture.com

aware Licensoed Software

g
i of licensing With individual deyel
i on their software through froe trig|

atlcﬂtio Sto full purchase later,
ical Rights ~ free d '
/ Typical RIED ownload and [oad;
ysual contains some restricted rights Ioadmg the product for personal use.

Typical Restrictions  —contains restricti
or cven performance related
/ Typical Obligations - the

J restrictj on to some features, over how it can be used
soft 'on. These tend to be associated with trial editions.
ware has a trigger that often requires the purchase of

C point in ti . .
PoINt in time. It usually includes number of uses, time

software was installed or the non-commercial use

2 omen Source Software (QSS)

ais type of software contains the lease restriction of a|

v Typical Rights ~ User get access to source code and are allowed to do most
things without much restriction.

v Typical Restrictions - There are very few rights

v Typical Obligations - These may be obligations such as maintaining copyright

_attributions, some artistic license such as modifications of software to be offered back
to original author for use in the original package.

§7.4 Free Software (Software Libre)
This licensing scheme was proposed by Richard Stallman. The original license (GNU — General

purpose License) ensures that software is available to anyone to use with quid pro quo that no
one takes any rights that they don’t pass on.

The free software does not necessarily means free of charge. Someone has the right to charge
for passing on a free software package. Charges can be made for warranty or support of the
product.

Y Typical Rights — we have access to the form of the software used to write it
such as the high level language source code. If binary form is available, an offer for
desired form can be made. We have rights to modify and examine the software and
redistribute it as well. -

Typical Restrictions - if the software modify and redistribute it, it must remain
licensed under the original free Ii;ensc. Even derivative works must be published under

a license compatible with the original one. o
Y Typical Obligations - all the facts mentioned in the restrictions must be observed.

v

S Sk

e
DA

88Measures (o restrict access to Data on Web / Internet
Use proper licensing scheme (Creative Commons, GNU etc.)
Use DRM mechanism ( Digital Rights Management)

Y Use Encryption mechanism to distribute sensitive data

pewa

i
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9.0 Database and Modelling: Databases

9.1 Flat File Database

All data are held in one single file consisting of multiple records. Allitems
in one table. The same piece of information may be repeated several ti

is dependent on the file structure.

9.2 Relational Databases

It comprises of a number of tables linked to
table stores data about an entity. Each rec

attribute.

Flat
database

File

Relational
database

gether via a relations often called fore
ord is known as a tuple and each field i

are stored sequentiy
mes. The user interface

ign keys. Each
s known as an

Advantages

Disadvantages

1. Easiertohumanto read 1. Slower data entry ]
2. Fast data retrieval 2. Duplicated data
‘ 3. Data inconsistency is possible
4. Data Dependence
5. Little or no access control
6. Queriesand reports are slowto
produce
1. Llessdata inconsistency 1. Slower data retrieval
2. Less data redundancy 2. Difficult to read original table
3. Better security data
4. Program data
independence

9.3 Comparison between Flat File and Relational database

Flat Files

Relational Database

Data Storage

A number of files are used to store
data / information

A single software application is
used to store the data contained.

The data are duplicated and may
become inconsistent ( not all parts
of related data have been updated)

+along with the chance of data

Duplication of data is reduced

inconsistency minimized.

Good database duplication avoids
duplication and data can be
accessed via links in the table

Volume of data stored is large due
to duplication

Volume of data is considerably
reduced since there is less data
duplication which in turn tead to

MEG

faster sorting and searching of data |
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T the data structure is modified , | The data structurcsm
the software being used must be | same even if the tables are altered.
| data | coded again Thus, there is no need to alter
existing programs due 1O table

| designchanges. ——
| Views of data are dictated by the | Queries and reports are easily
distinct files used to control the data | generated using the wizards Of
and produced by individual | data manipulation language even
| departments. Due to this, it is very | for novices.

| time consuming. _ I

, DBMS (Database Management Systems)
o co of software that allows the manipulation of databases so that users
maintain and view data. The data are organised into tables, viewed in f

es and displayedin reports. It usually offers the following facilities:

o can access the
: Zp:jc orms, retrieved
fatabase:”
using quent
1. Database design and query design
). Data Definition Language (DDL) to define tables | -
3. Data Dictionary (DD) that describes the tables, relationships and indexes along with the

or data integrity and validations. -

rules f ' '
(DML) which allows for data manipulation using structured

4, Data Manipulation Language
query language

5. Backup features
Controlling multi user access to data

7‘. Security and access right features to individual or groups of users

- f A Al
041 Deta Modeliing

DATABASE SYSTEM

REALITY e

«  Struclures Data modelling o

* Processes

of structure of reality. The data modelling process fixes a
d represent the latter. In data modelling process, W€ select
del consists of notation for expressing data structures,

A model represents a perception
Perception of structure of reality an
?““ aspects and we abstract. A data mo
Integrity constraints and operations-
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89.4.2 Schema

It defines its entitics and the relationship among them. Database schema is a descripti‘,ed

of the database, which can be depicted by means of schema diagrams. All these activitja etaj|

done by database designer to help programmers in order to give some ease of understansd_afe
ing

all aspect of database.
9.4.3 Logical Database Schema

This defines all logical constraints that need to be applied on data stored. It defines tables, i
and integrity constraints etc. Vo

5.4.4 Query Pracessor

A query process'o'r sits between the DBMS interface layer and executes requests to store ang
retnev.c data efficiently and robustly as possible. The query processor handles not only requests
_toretrieve data, but also handles requests to insert, update and delete data in the database

Graphical Tools Applications

Programming Interface (SQL, JDBC, ODBC...)

#\
s Query Optimizer Query
ystem = Processor
Services Code Generator
Runtime Execution _J

itoragc Manager

9.4.5 High Level Language support for databases
* VB.net programmers can use Microsoft ADO.NET framework to connect to access
database by using the OLE DB data provider. The OleDbDataAdapter class to obtain rows
from the Access database and to insert the rows into a DataSet object.
* PHP can access virtually any database available today. One may use ODBC driver on

windows platform. :
®* Pythoncan use the python DB-API to access a range of databases such as MySQlL, Oracle,

PostgreSQL, Informix etc.
*  Delphi provides the Borland Database Engine to access databases.
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LhasC
atdt , collection of data orinformation which is held together in an organised or logical

id qDaSC

AN .
jatabases >school register, telephone directory

W,,u:ﬂ od databases -> bank databases, search engines, customers database for a
ter

Py

(o S

lcm("

an: agement Systems — DBMS
" o used to collect and organise information. DBMS are the software packages that
Lcre cation of databases. Ex—MYSQL, MICROSOFT SQL SERVER, ORACLE, POSTGRESQL,

' OFT ACCESS.

Comparison of Computerised against Manual database

WUTERGED B, PAPER BASED

old aVBSt amount ofdata . Limited by phy5|cal storage space availaible

Lan fast to find a Spectflc record ~ Can take a while to manually search through all of
Very

the records

Wor a specific criteria_ Difficult to search for specific criteria

be uscd to analyse the data — e.g Very difficult to analyse the data
n

(2
pgpuiar item sales

Jata can be sorted into ascending or Difficult to sort data on more than one criteria
a . . .
joscending order on multiple criteria )
casily update or amend a record Changes have to be done manually. Records can
" look messy if scribbled out

[

4 Database Terminologies

) record is all of the data or information about one person or one thing. In computerised

Gatabases, in cach table, each row represents a record.

t a person or thing. It usually has a unique name

ation abou
i et dalear e h a length. In tables, each column in the table

#1d has data type associated with it along wit
"®presents a field.

Mary Key or Xey field

tid, national ID

152 field that uniguely identifies a record in 3 database. E.g. studen
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Foteign Key

A toreign key Is the primary key of another table and 16 used to link tables together 16 create
relationship. In the diagram below , in table thi_class, the foreign keyis class_form_teaches,

L .
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Bield Length
Itis the number of characters that the field will actually store. It is usuall

y applied to text field
type. E.g. for Name, the field length can be 50

Reports

Reports are produced as a result of questions such as “how many times has a type of car broken
down” or “which cities have the highest house prices”. Reports can be printed out, viewed on
the screen or exported (e.g. to a word processor, an email message, etc.).

Queries

Queries most commonly allow information to be retrieved from tables. Since the information is
often spread across several tables, queries allow it to be viewed as one single datasheet. They
also allow filtering so only the records required are seen. Queries can be either results seen
directly on the screen or the output to another form or report. Example of a query: (house > 200

000) OR (no_of_room:s < 4), A Field

Sample Table in a Database fﬁﬁ

Table Student
ID NAME | TELEPHONE | HEIGHT [[pos PARENT SOCIAL _AID
S01 | SAM 57777777 185 02/12/198F | 5.5AM YES
S02 | HEIFN | 59999999 125 09/09/1990 | MWILLIAMS | NO

Esoa ASHLEY | 58888388 160 17/07/1990 | M.RA) NO J

N/
.ARecord
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1o Above Example
|

Number of Records (3) -
Number of Ficlds (7)

ID,NAME, TELEPHONE JHEIGHT

3 Rows( 501 ,502,503)
=7 Fields (

/DOB,PARENT,SOCIAL_AID)

v/ Primary Key -1D
v Query > (HEIGHT >170) AND (SOCIAL_AID="YES")
g7 Data Types
NOiC In Different DBMS, the data types may be known differently.
- Data Types
[— Examples
v Text or Alphanumeric or String or | Name : James
Varchar .

Telephone : 02059586320

Qma! places

v Alows you to type in text, numbers | Note: For tclephone we use text as a
and symbols number can be preceded by 0 and it exists
- as avalue
v Date/ Time Short Date :20-Jan-14
v Thisrestricts data entry to 1-31 for day | Long Date  : 20 January 2014
(28,30) in appropriate months and 1- | Medium Date : 20/01/2014
12 for month ,
v Checks whether a date can actually | Long Time  :23:20:23
oxlst Medium Time : 05:23 PM
v Formats the data into medium, long, | Short Time  :17:23
short date/time
v Note :in US ,MM/DD/YYYY and in UK,
DD/MM/YYYY
v For example 12/01/2014 in US Format
Mcans 1* December 2014 while in UK
format it means 12 January 2014.
v Autonumber or Serial Record 1: 1
Y This datatype will automatically | Record 2:2
increase by 1 as a record is added to
the database /table
¥ It may be used as an index or even
~—_Primary key in some cases -
¥ Currency 59.23
Y This automatically formats the data to | £69.86

have a $ or £ in front of the data and
also cnsures that there are two
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v' Boolean or Logical or Yes /NO ON /OFF
v" Often restrict to two choice only that | TRUE /FALSE

is to either true or false Yes /No

9.8 Database and Modelling: Relational Database Terminologieg

Entity
* An entity is defined as an object, person, event or ‘thing’ about which data cap be
recorded. It has a set of attributes (property / characteristic).
* An association or link connects two entitics.
* E.g. Customeris an entity and may have attributes such as name, address, gender etc.

Tuple
® Therecordin atable is known as a tuple in RDBMS

Attribute
* The field in a table is known as attribute in RDBMS

Referential integrity
Referential integrity ,
* A referential integrity constraint is specified between two relations and is used to
maintain the consistency among tuples in the two relations.
* Example : if a foreign key in a table is defined as a particular type say number, in the
table where the latter is being used as primary key, they should have same data type
and must exist in that table(relation).

Candidate Key

A candidate key is another keyin a relation schema or table which is unique and could have been
used as a primary key. Often database designer choose the most appropriate field to be the key
field from the candidate keys available.

Example: in a particular table, a student might have a student code as primary key but we could
have use his/her National ID card which represents another candidate key.

Secondary Key
A secondary key is defined as an attribute which is used to access the data in some way other

than by using the defined primary key. Normally secondary key are used as indexes to facilitate
and enhance searching/sorting of records.

9.9 Entity Relationship Diagram (E-R diagram)  utesof each
E-R diagrams illustrates the relationships between entities in the databas:e and a.zttn at: hane.
via diagrams. The entity is generally represented in boxes while the attributes in ov
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STUDENT

gxample of a Data Model

Note: the relationship depends on your interpretation of the context. You should consider the
wulethat pertain to that context. However, because of distinct interpretation, Cambridge already
gives the different relationship in the question itself so that student don’t make confusion.

To decide which type of relationship, we must consider the rc|at|onsh|p of the entity at a time
|at a particular moment].

Consider a School wishing to computerise its actual manual system to store data about its

student.
» A teacher can teach only one subject at a time but a subject can be taught by many

teachers at a time. [Many — One]

* Atcacher attend aclassatatime anda class caniis attended by a teacher at a time. [One
to onc]

» An HOD is responsible for a department and a department can only have one HOD at a
time. [ One to One ) )

» Aclass consists of many students and a student is attends one class at a time. [One to
Many]

* Astudent can take many subjects and a subject can be taken by many students [many
to many]

* Ateacher can be in only one department but a department consist of many teachers. [
one to many]

Entities and their relationships in this example data model above

Note: Entities have to be written in singular and not in plural.
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9.10 Entity Relationship types and Symbols

1. Oneto One which is represented by
One to Many  which is represented by
3. ManytoOne whichis represented by

el

4. Many toMany which isrepresented by

[Tl

ER Diagram for Model above

A teacher can teach only one subject at a time but a subject can b
e taught b
a time. [Many - One] , BN Dby many teachers 4

Teacher Can teach a Subject

Can be taught by many

Ateacher attend a class at a time and a class can is attended by a teacher at a time. [Onetoo ]
. ne

Attend
Teacher nds a Class

Isattended by a

A class consists of many students and a student is attends one class at a time. [One to Many]

Consists of many
Class Student

Canbeina

A student can take many subjects and a subject can be taken by many students [many to many]

Can take many
Student Subject

Can be taken by many

A teacher can be in only one department but a department consist of many teachers. [ one to
many]

worksin a
Teacher Department

Consists of many
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all together we obtain:

putting it
Department
Works in a
consists of many
Can be taught by many
Teacher Subject
~Canteacha
sattended by a Can take many
Attends a
Can be taken by many

Class ' Student

Steps in forming relationships

To avoid confusion, the following strategy may be adopted when deciding which type of
relationship and always study the context and remember at a particular instance in time.
Different interpretation may lead to different design.!!!
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9.11 Database Normalisation

It is defined as a technique that is used for designing relational database tables
minimise duplication of data which can eventually lead to inconsistencjes and ¢
leading to the loss of data integrity.

50 as to
he Ia"e,

.

leading to progressively better groupings of attributes. Normal for
. VEly el . ms are specified j
function dependencies identified by the database designer. becified]n terms of

Normalisation consists of analysing relations to meet increasingly more stringent norma ¢
mal form,
S

UNF (Un-normalised Norrnal Form)

1. 1¥Normal Form - a relation is said tobein 1™ ifi
normal form if it doe -
group of attributes Pesnothavea repeated
2. 2™ Normal Form — a relation is said to be in 2nd normal form if it is jn 1=t
and there are no non key field’s attributes wh;
which are dependent
primary key. . P o only part of the
3. 3"Normal Form - a relation is said to be in 3™ normal form if it is jn 2nd
and there are no dependencies between non-key attributes.

normal form

Norrnazlisation Process
Consider the following receipt o

Nand Chicken Eater Ltd
Royal Read Venise

Inv No : 769
Date :10/12/2014

To : Navin Cassanova
Venise
Italy
Item No  Description  Quantity
1 Crispy Strips 3

2 Box Master 2
3 Zinger Regular 2
4 Virgin Mojito 2

Un-normalised Form - RECEIPT (Num, CusName, City, country, (ItemlID, Description))

. tion
RECEIPT is the name of the relation while Num, CusName, City, Country, ProdID and Descrip
are attributes.

. ustomers
Note: Item!D, Description are inside () because they form a repeating group. Hence, ¢
can order more items or fewer items)
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Num | CusName City Country | ItemID | Description
769 Navin Cassanova | Venice | Italy 1 Crispy Strips
263 | Navin Cassanova | Venice | Italy 2 Box Master
769 Navin Cassanova | Venice | Italy 3 ,':Z.i'ngor_R(-‘R}llﬂr
769 Navin Cassanova | Venice | ltaly 4 Virgin Mojito
7; 666 | M.Ahmed Cairo Egypt 1 Crispy Strips
'Ee’sf M.Ahmed Cairo Egypt 3 Zinger Regular
E 022 | John Smith London | England | 4 Virgin Mojito
| | Vet
| Form

PP
1% NQOltie

The table is completed and the primary key is identify to make each tuple unique
Underline attributes shows primary key

. Num + ItemID = Primary Key (Composite Key)
. RECEIPT (Num, CusName, City, Country, ltemiD, Dcscriptionl

Num ' CusName City Country | ItemlID | Description
—7’6—- ' Navin Cassanova | Venice Italy 1 Crispy Strips
769 Navin Cassanova | Venice [taly 2 Box Master
769 Navin Cassanova | Venice [taly 3 Zinger Regular
769 Navin Cassanova | Venice Italy 4 Virgin Mojito
% M.Ahmed Cairo Egypt 1 Crispy Strips
666 M.Ahm;d Cairo Egypt- 3 Zinger Regular
022 John Smith London | England | 4 Virgin Majito

Note: The details of every customer for each item on the reccipt are duplicated.
T4 Norma Form

- Allthe incomplete dependencies have been removed.
- CusName ,City and Country depend only on Num and not on Item|D
- Num determines CusName, City ,Country
Description only depends on ItemID, it does not depend on Num
- ItemID determines Description ' |
- Relationship showing which items have been bought by which customer is lost, thus to
keep this connection : | o
Num ,Item|D ( Dummy functional dependency ) relationship is created
Hence , relations in 2" NF are :

RECEIPT (Num, CusName, City, Country)
ITEM (ltemiD, Description)

RECEIPT |TEM (Num, 1temiD)
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Note: RECEIPT_ITEM needs a compound key because a receipt may contain severa| items 3
similar items may be found on several receipts. Nq

3" Normal Form
All non —key elements are fully dependent on the primary key.

- Country depends on City not directly on Num
- Customer Name depends on customer number

- Hence, relations in 3 NF

RECEIPT (Num, CusName, City)
CITY_COUNTRY (City, Country)

ITEM (ItemlID, Description)
RECEIPT_ITEM (Num, ItemID)

5.12 Database and Modelling: Data Definition Language (DDL) and

Data Manipulation Language (DML)
SQL
SQL is Structured Query Language, which is a computer language for storing, manipulating and
retrieving data stored in relational database. SQL is the standard language for Relation Database
System. All relational database management systems like MySQL, MS Access, Oracle, Sybase,
Informix, PostgreSQL and SQL Server use SQL as standard database language.

Why SQL?

Allows users to access data in relational database management systems.

Allows users to describe the data.

Allows users to define the data in database and manipulate that data.

Allows to embed within other languages using SQL modules, libraries & pre-compilers.
Allows users to create and drop databases and tables.

Allows users to create view, stored procedure, functions in a database.

Allows users to set permissions on tables, procedures and views

AN N NENENENRY
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) _,frﬂaﬂds
O dsaL commands to interact with relational data

S . A bases are CREATE, SELECT, IN p
:'D;r | oeLETE and DROP. These commands can be classified into groups based onstEhRe.'i.r
e
DDL - Data Definition Language

o and _ Description

REATE CreaFe.s a New -Ta.ble -3 View of a table, or other object in database

TR Modifies an ex}stmg database object such as a table

ROP Deletes an entire table ,a view of 3 table or other object in the database

DML - Data Manipulation Language
NSERT Creates a record '

UPDATE Modifies records
DELETE Delete records

DCL - Data Control Language
GRANT Gives a privilege to user

REVOKE Takes back privilege granted from user

DQL - Data Query Language
SELECT Retrieves certain records from one or more tables

012 ¢

013 50L Demonstration using WAMP server (Windows Apache MySQL PHP)
The following software is a freeware that can be obtained from: '

http://www.wampserver.com/en/
' AI'SQL statements start with any keywords such és SELECT, INSERT, UPDATE, DELETE,
ALTER, DROP, CREATE, USE, SHOW and finishes with a semicolon (;)
Note SQL is case insensitive meaning even if you write in capital or small letters it means the
same except for table name

The following is a sample database that we are going to create and manipulate using SQL

statements
o UATE Database statement
For '
mat : CREATE DATABASE database_name;
Banmple

: CREATE DATABASE ComputerScience; .

Exm?’nation

ol : The above command creating a database called ComputerScience as shown
C‘H.
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SOL CREATE TABLE Statement
Format : CREATE TABLE table_name(
Columnl datatypel,

Column 2 datatype?2,
Column N datatype
)

Explanation : The create table command is simply creating a table in the database we created
with the respective field names and data type specified.

Example: let us create the following 3 tables that we would use as example throughout:
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TET/\BLE Customer(

0 igint(20) unsigned NOT NULL AUTO_INCREMENT,
Jme varchar(100) NOT NULL,

cLname varchar(100) NOT NULL,

cAddress varchar (255) NOT NULL,

(Telvarchar(8),

(Dob Date,
UNIQUE KEY ID (C_ID)

S;I'UGture ,.] saL <& Search L$ Query = (w4 Export = More

Run SQL querquuerles on database computerscience 9) J

et ety o e A AR T Y T T - —

‘ 1 [ABLE Customer( ) . [
‘ » ””’\(‘f“) lu[’ln‘l’Z??‘) unsigned NOT NULL AUTO_INCREMENT,

(Fname varchar (H)H; NOT NULL, !

| ? CLname varchar(10@) NOT NULL, !

‘ (Address yvarchar (25%) NOT NULL . ) |

; (el varchar(8) , }

| ’ Chob Date :

| ' UNTQUE Key 10 (C_1D) ‘
P

tg‘i}samr mysqt xvmnpsmer » s Da{amse lcompu\ctwccm
4 Structure .} saL . Search i Quary 4 Export ¥ More

o MySOL relurned an emply result set (i.e. zeto 1ows). (Query took 0.1960 sec)

T ¢ customer

2 3
'% (RF}\TE Tmf l'uslulil( o ’llhlilll:"’, !"\r‘ll'**‘ e RIL AU l““! !" {Fogae
iy CO-’(N”HS

5) Moy
har (100) ROT NULL, CAddrnss \mdur {25

laar (£90) HOT NULL, o vary i)

i :;llrlc ‘. lglol mrdw‘(ﬂ) [€ve l)ate , INIQUE [{ad ( )

.]j l:i:diess ‘ _ [#line ) [ Edit ] Create PHP Code ]
il CDob #
Ik CFname Pr Shov/ query box o
¢l Clname g s =
i CTel &

W clo |

Indexes
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Create Table Item
CREATE TABLE item (

ID bigint{20) unsigned NOT NULL AUTO_INCBEMENT,
Description varchar(100) NOT NULL,

Cost double NOT NULL DEFAULT 0,

Quantity int(11) NOT NULL DEFAULT 0,

Date_Expiry date NOT NULL,

UNIQUE KEY ID (ID)

¥ Structure g;J sSQL % Search 1) Query i Export ¥ More

B R s T

Run SQL query/queries on database computerscience: ¢

A N A A A T8 35 T 4 (T e S 7 S

1 CREATE TABLE item (

< ID bigint(208) unsigned HOT NULL AUTO _INCREMENT,
3 Description varchar(100) NOT NULL,

4 Cost double NOT NULL DEFAULT 0,

E
5 Quantlty int(11) NOT NULL DEFAULT @, f
& Date_Expiry date NCT NULL, ]
! UNIQUE KEY ID (ID) |
Ho) i
, |
phpfdyddmin | B .
I d-‘. oo ¥ Suuctwie .| SQL u Swaarch 4 Quely |we Export ¥ More
Roz } . Il
(oi‘:; :‘ ptied) 2 »” MySQL returned an empty result set (i e. zero rows) (Query took 0.0146 sec)

- computerscience

; ‘ 2 } CREATE TAKLE Lvam £ 10 bEIGIOL{0) upelgoel NOT MILL AUTC INCREMENT, mul‘lf‘:g'l
varchar{1C0Y N1 BRL, Cast daabile | it DEFAULT B, Quantity int{11) NOI

N!NJII B, Dald l-\“ry dote tarl’ L, NI KEY Ib (1) )

[ Inina ) [ Edit) { Create PHP Cade )

' i Date_Expiry
) 44 Description
1 4 ID
L--4i Quantity.
i Indexes

Show query box

“3“"" .
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.o Table Orders
£

JNIQUE KEY ID (O_ID,1_ID,C_ID)

1.
e

 » Structure LS w4 Export ¥ More

saL 5 Search . Query

Run SQL query/queries on database computerscience: &

(REATE TARLE orders { }
0 1D Ligint{20C) unsigned MOT KULL AUTO_TNCREMENT,

11D bigint(20) unsigned ,

1D higinl(')ﬂ) unsigned , 1
ODate Date ,

UNIQUE KEY 1D (0_10,1_10,C_ID)

)

j.i saL , Search 5 Query

phpMuyAdmin

A IRV %
s ' 7 MySQL returned an ernply result set (i €. zero rows). (Query took 0.0469 sec)

o Hew 2

== computerscience
orders { 010 bigint(20)

|, New :

: + » customer 2 , :,:x:.:(zxtitxmigmd , I blgim(lﬂ'] uns ipned R
|4 (0. 10,1_30,0_50) )

~ Orders

= g Columns

i, News

iWC_D

§i I_ID

~- 48 ODale

fi 0D

\’ L« | Indexes

unsigned NOT MULL AUTO_INCREMENT, 11U
“Obate Date , URTQUE XEY 10

[ Inkine ) { Edit] | Create PHP Code ]

Show query box . . -
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sQL ALTER TABLE
The ALTER command is used to modify the struc
. ALTER TABLE table_name ADD column_name data_type;

ture of a table usually.

Format
= ALTER TABLE item ADD Origin varchar(100);

Explanation: The command above simply modify the table item and adds a new column called
Origin with data type varchar and maximum length 100 characters.

» ALTER TABLE orders ADD Qty int(11)

Format : ALTER TABLE table_name DROP column_name data_type;

= ALTER TABLE item DROP Quantity;
Explanation: the above command is being used to delete the column called Quantity from the

table item.

Format : ALTER TABLE item CHANGE Quantity Qty int‘(ll);

Explanation: The command above is simply renaming the table item column Quantity to a new
column name entitled Qty with data type integer.

SQL TO ADD Primary Key or Foreign Key tc a table

Primary Key
* ALTER TABLE item ADD PRIMARY KEY (ID);
* ALTER TABLE customer ADD PRIMARY KEY (C_ID);
= ALTER TABLE orders ADD PRIMARY KEY (O_ID);

Explanation: the above command are simply adding a constraint that is a primary key to

specified table.

fip I3 bR g amps ¢
€ - C N D loaresrop
T Res [ SinogSaned () brpoted am .,

phpMuyAdmin

B ciscrier oy vompeelier »  Daobece compuiersoioss
¢ Stuctre £/ SQL 4 Search 4 Query (s Exporl = b Import ¥ More

Run SQL query/queries on database computerscience: ¢ |

< ALTER TLELE custener ALU PALMRY Kt (C_ID);

|

1 ALTew TRBLE Lten SOD PRUWAY VEY (19); ,
;’- ‘A'.TEE TABLE orders WX PRAITSKY KEY (0_10); | ‘

!

i

!
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7cR TABLE orders ADD FOREIGN KEY (C_ID) REFERENCES customer(C_ID);
] ALTER TABLE orders ADD FOREIGN KEY (I_ID) REFERENCES item(ID);
A

. The above two commands are adding the constraint of foreign key to the respective

_ U()l\
e 4 linking them with the table they should be connected.
Inal
ahlc?
[ o
p C o . ‘o B
hp Wit { f rz I ( . . = ? ,:.
p _ | # Stuetre 0 SOL Search . Query s Export s Import ¥ More ]
AT / 7 i ,4
oaeen 2b128) ! , . . ‘ .
gecet 128 ; Run SQL quetyiqueries on database compulerscience: & L}
_ e ; : : ;%
TpueIstiendce ' :
. oomp BUTTR TURIE arders SO Joet il KIY (0 10) rovt FENCLS custarer (£_10); ,
‘,JNEW'-’ _ 2 OALTER TZELE erders MO FCREIVI KV {I0ID) PEFZPERLES itenfID); 1‘1
+-p Custome | | i
+ o fem l ,:i
4- o OI02r5 | ‘
sl DATA Maintenance

sQLINSERT INTO Statement

Format: INSERT INTO table_name(columni, column2,.....,columnN) VALUES (valuel,

value2,.....,valueN);
bplanation:  The INSERT INTO command simply adds a record to a speufled table with

respective field data given in that sequence.
Insert Data into table customer

* INSERT INTO customer  (CFname,CLname,CAddress,CTel,CDob) VALUES
('NAVIN','BACHA','RD ROYALE SURINAM','59999999','1968-12-06');

* INSERT INTO customer (CFname,CLname,CAddress,CTel,CDob) VALUES

('NAVIN','BACHA','RD ROYALE SURINAM','59999999','1968-12-06");
* INSERT INTO customer (CFname,CLname,CAddress,CTel,CDob) VALUES
('S/\RAH','JONES',' ROCHE NOIRE BLK 4','58888886','1990-10-09');
" INSERT INTO customer (CFrame,CLname,CAddress,CTel,CDob) VALUES
gglf;AMY','HUNTER','B A THEODORE SAUZIER STREET CUREPIPE','51115467",'2000-02-
INSERTINTO customer (CFname,CLname,CAddress,CTel,CDob) VALUES ('SUNNY','LEQ",'
ROYAL RD PORT LOUIS','59876432','1987-02-11');
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# Structure [/ SQL 4 Search ' Query w4 Export aj Import ¥ More

Run SQL querylqueries on database computerscience: b

P—— .

1 INSERY IKTO customer (LFnamn,(Lname,(hddrwsx,(lel,CDnb) VALUES ("HAVEI', "BACHA', ' KD ROYALE
SURINNI', 159909000 ', *1068-12-06" )]

INSERY INYQ customer ((Fu.mo.(lmn-,(.\ddrnu,(1u|,'cn.-.b) VALLIES ('HAVIN', *BACHA' | "RD ROYALE
SURTRNM', "50909999 ", *1968- 12-06" ), ’ .

S INSERT INTO customer ((Fn.m-.(m.\na,(hddrou,(ltl,fhr-l:) VALLES ('SARANY, "I0NES' ' ROCHE NOTRE
BLK 4°,"SB8B8886", "1990-10.09" )

INSERT IRTO customer (CFname,Clname, (Address,(Tol,Chob) VALUES (T IINE, THOMTER', ' 23 A THEODORI
SAVZICR STRLLT CURLPIPC', '51L1S467") ' 200002 02" )}

|
8
|
@ INSERT INVO customer ((anmn,(.‘Lnum.,(hd-lr'ul Clel,COOb) VALULS ("SUNNY','LEQ', " MOYAL RO PorT |
o ov PR ' “ ’ »
LOUYS®, TSO8764327, T 1087-02-1] " ), {
10 '
phngA( ’nli!’i AW Smweng ary w w,‘lulll';ymu‘-. A G T T TR [ R T T
S Y ) | Weawan A T LT XYY A S TTP] ¥ w Uanren 4 Inaen wh Bupon ~ Morn
Resent tatiues) v Bunet by bey  Plore
(o New
- TN IO e L Ogone
? | “w Nerar CEEEN R WO CEamne Chonine  CAUie e (&8 [M) [SI* T
| : - ;:'\‘I‘Oﬂ"" RO e gy SR R P LR S T ] DACHA Tl tedyvmn IbNRILE  Teno. ) 200
- I
| w st Billerw b G oo [ Y '] AN MAC K M » 4
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Insert Data into table itém

* INSERT INTO item(Dcscription,Cost,Quantity,Date_Expiry,Origin) VALUES
(‘'SHAMPOO"',185.00,69,'2015-12-04','FRANCE')

= INSERT INTO item(Dcscription,Cost,Quantity,Date_Expiry,Origin) VALUES
('BISCUITS',15.00,23,'2015-01-03",'FRANCE')

= INSERT INTO item(Description,Cost,O,uantity,Datc_Expiry,Origin) VALUES ('BANANA
CHIPS',18.00,34,'2015-03-09','MAURITIUS")

" INSERT INTO item(Description,Cost,Quantity,Date_Expiry,Origin) VALUES (‘TUNA
CAN',23.00,55,'2015-07728','E.NGL/\ND']

= INSERT INTO item(Description,Cost,Quantity,Date_Expiry,Origin) VALUES
('SP/\GETTI',SS.10,35,'2015-01-03','IT/\LY')
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WSQL s Search I Quety w4 Exporl =) Import

v More
v

AU sal query/queries on database computerscience: \

¢

ALTER TARLE item ADD Origin Vc\"lh.l"(lth_\);
1 »

1 descrription, Cost .0 , Das : s
_(psERT IHTO ivem(( et yLost Quantity Date £y "
:-c_tt‘\“"l’("-‘Rt‘"m""g' 101""'17«0i‘.'rm\ucr}'j; _Expiry,Origin) VALUES

[EERT THTO item(Dezcription,Cont

Quanti ate 3 ind 1R €
('bx$1u11<'.1k.ﬂﬂ.31.'201<~01-ax‘:‘:quzéri?ﬁt‘—t’“1PV-0rn:;n) VALUES

- . . Nescription. i .
ILSERT THTO 1tem(Description,Cost,Quantity,Das s ; AN
CHIPS' 180,34, .mls-os-w‘:‘f'.nu"mus's')){ LEHmiryOriging VALDES {natins
. [USERT INTO “f'"(n‘f“"il“iﬂn.fﬂ‘t.(}uhntit: Dat iry Oriod ; « (Vi
Ca,20.00,55, 2005-07-287, gann®y; s D OriRin) VALUES (TUia

|} INSERT IMTQ item(Description,Cost,Quantity,Date Expiry Orici
('SPAGETTLY 65.10,35, 201501 037 1ALy )3 oo o Y iOriadnd VALUES

1
14

, Showng rows 0 . 4 (5 1otal. Query ook O 000N sec)
J S

[TIT AR

Profling | Tt || Bt 1 Explom SGU [ Crente PHO Code ) [ Retiosh )

Numbar of 13 25 - |
o by koY N -
Number 0! Tsvs 25 v
: ]

Son by kay | MNono .

¢ Ophone

o I - 1D Deucrimiaﬁ Cost Quantity Date_Expiry Origin
o Fdil 3 Copy @ Duoimla !‘ SHANMITOO l’if; G 201512040 T FRANGE
o B R Copy G Delale 2. BISCULITS I 23, 250100 FRANCE
Ce bdn 32 Copy @ Onlete 3 BANANA CHIPS 14 34 20150000 ALAURITIUS
w Tdl Eé Copy 5B Dulcle 4 TUNA CAN g 55 7015.07:28° ENGLAND
I & 11} 3'_#;‘ Copy €9 Dalote 5 SPAGETT fh a5 JO01500.0% ITALY

T_ Check Alt with selected 7 Change & Delata L Export

i~

Insert Data into table orders

" INSERTINTO orders(l_ID,C_ID,0ODate,Qty) VALUES (1,5,'2015-02-03",3);
" INSERTINTO orders(l_ID,C_ID,ODate,Qty) VALUES (2,4,'2015-04-02",5);
" INSERTINTO orders(I_ID,C_ID,ODate,Qty) VALUES (3,3,'2015-05-27",6);
" INSERTINTO orders(l_ID,C_ID,ODate,Qty) VALUES (4,2,'2015-12-30',2);
" INSERTINTO orders(l_ID,C_ID,0Date,Qty) VALUES (5,1,'2015-06-06',7);

INSERT INTO orders(l_ID,C_ID,0ODate,Qty) VALUES (1,5,'2015-04-09',3);
INSERT INTO orders(I_ID,C_ID,0Date,Qty) VALUES (4,3,'2015-03-31',5);
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10.0 Hardware - Logic Gates

10.1 Logic Gates

A gate is an electronic device that produces a result based on one or more input vq
reality, gates consist of one to six transistors, but digital designers think of them as
unit Integrated circuits contain collections of gates suited to a particular purpose

lues, |,
a single

Logic gates process signals which represent true or false. These are the basic components that

make up digital logic. Normally the Positive supply voltage represents true (1) and (0) represents
false.

Gates are identified by their functions and their name is in capital letters. Gates have two or
more inputs, except NOT gate which has only 1 input. All gates usually have one Output,

Usually letters A, B, C, D, and E and so on are used as label to inputs and Q or F is labelled as
output.

Some gate symbols have a circle on their output which means that their function includes
inverting the output. It is equivalent to feeding the output through a NOT gate.

Truth Table

A truth table is a good way to show the function of a logic gate. It shows the output states for

every possible combination of input states. The symbol 0 (false) and 1 (true) are usually used
in truth tables.

Note: The number of inputs in a gate yields to 2" possibilities where n is number of inputs. The
example truth table shown below shows the input and output of an AND gate.( n = 2)

Input A | Input B | Output Q
0 0 0
0 1 0
1 0 0
1 1 1
10.1 Types of Logic Gates

v" AND Gate

v" NAND Gate

v OR Gate

v NOR Gate

v NOT Gate

v XOR

: n
Note: NAND & NOR Gate are known as universal gate and they can represent the logic of any
other gates by multiple combination.
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Lic Gate Symbols

ﬁ BOOLEAN ' SYMBOL GATE BOOLEAN SYMBOL
| EXPRESSION EXPRESSION
—
[ E _ F
B B ]
/"/—
F=A+B | a NOR F= A
OR : D . AR
F
B
NT | F= A A Dﬁ .| XOR F=A% B A =) F
B —7

103NOT GATE
The output F is true when the input A is NOT true; the output is the inverse of the input.

3, F=NOT (A)
i
[ANOTgate can only have one input and is also called an inverter. (A “0” is found on the output)

l
|

Tuth Table for NOT Gate (Inverter)

| A [F(A)
‘ 0 1
| 1 0
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The output F is true only if input A and B are true. F=A AND B. An AND gate can have
more inputs; its output is true only if all its inputs are true.

-3:(‘ W f"n 7 |-'-1 L‘-L-

two o,

A —

B—-_.

AND gate is similar to Multiplication. Tips to Remember for exam, let’s say the following trick

* A :Youwake up Early
* B :Youhave done your home work
* F :Youwill goto school

A B F=AeD3
FALSE | FALSE FALSE
FALSE | TRUE FALSE
TRUE | FALSE FALSE
TRUE | TRUE TRUE

Replace ALL FALSE BY 0 and TRUE by 1. You will go to school only if you have wake up early AND
you have done your homework. Both Conditions have to be true then you will have true as result

Truth Table for 2 Inputs AND Gate

Number of Inputs (n) => 2, so we have 22 possibilities

A|B| F=AeD
0] O 0
011 0
110 0
1 1 1

10.5 NAND Gate
This is an AND gate with the output inverted, as shown by the ‘o’ on the output.

The output is true if input A AND input B are NOT both tiue:  F = NOT (A ANDB).

' . . . is simpl
ANAND gate can have two or more inputs; its output is true if NOT all inputs are true. It is simplY
the output of a AND Gate followed by that of a NOT Gate

utube.com/megalecture

MEGA LECTURE



www.youtube.com/megalecture

R R TR R IR RTINS, =,
Online Classes : Megalecture@agmail.com
www.youtube.com/megalecture
www.Begalecture.com

. /‘J
ii

. Table for 2 Inputs NAND Gate

per of Inputs (n) => 2, so we have 22 possibilitics

N'n
A[B |F=X.1
010 1
A F 01 1
110 1
1 1 0
ginary OR R Rule
v 0+0 =0
v 0+1 =1
v 1+0 =1
v 1+1 =1
v 1+1+1=1

10.6 OR Gate with 2 inputs
The output F is true if input A OR input B is true (or both of them are true). F=A OR B

An OR gate can have two or more mputs its output is true if at least one input is true. OR gate
is similar to binary addition

TIP: IF you sce a 1 in any input, using OR Gate, the output will always be one since one input is
true.

Number of Inputs (n) => 2, so we have 27 possibilities

A |B |F=A=-1

0| 0O -0
A F 0] 1 1
B 110 1

1|1 1

10.7 NOR Gate with 2 input
This is an OR gate with the output inverted, as shown by the ‘o on the output. The outputQ is
true if both inputs A and B is false. Q = NOT (A OR B)

ANOR gate can have two or more inputs; its output is true if inputs are true.

Tip: Simply inverse the output of an OR gate

youtube.com/megalecture

.
|
| -

MEGA LECTURE


www.youtube.com/megalecture

Online Classes : Megalecture@agmail.com
www.youtube.com/megalecture
www.megale@fure.com

Truth Table for 2 Inputs NOR Gate

Number of Inputs (n) => 2, so we have 27 possibilities

A B [Fla: )
0 [0 |1
F 0|1 (0
B 110 (0
1 |1 (0O

10.8 EX-OR Gate (XOR Gate)
The XOR gate (sometimes EOR gate, or EXOR gate) is a digital logic gate that implements an
exclusive or; that is, a true output (1) results if one, and only one, of the inputs to the gate s

true (1).

If both inputs are false (0) and both are true (1), a false output (0) results. A way to remember
XOR is "one or the other but not both". It can only have 2 inputs.

Number of Inputs {n) => 2, so we have 2? possibilities

A [B [F=AsB
oo 0
N F 01 1
B 1]o0 1
11 0

SOP form of XOR Gate = 15 + . (Discussed Iateﬂryiﬁaper 3)

10.9 Universal Gate
A universal gate is a gate which can implement any Boolean function without need to use any

other gate type. The NAND and NOR gates are universal gates.

In practice, this is advantageous since NAND and NOR gates are economical and easier to
fabricate and are the basic gates used in all IC digital logic families. In fact, an AND gate is typically

implemented as a NAND gate followed by an inverter not the other way around!!

Likewise, an OR gate is typically implemented as a NOR gate followed by an inverter not the
other way around!!
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aic Gate Fquivalent using NAND Gate

ote: There may be several representation possible using different combinations.

—] gate
|

Equivalent in NAND Gates |

Not | A l> F

—1

i

AND

B-—!

)

NOR

AD
orR | B

A

B

F
F
DF

ME G A LECTURE amScanner

ww.youtube.com/megalecture

cour T


www.youtube.com/megalecture

Online Classes : Mega#scture @gmail.com
www.youtube.com/megalecture
www.megalecture.com

10.9.2 Logic Gate Equivalent using NOR Gate

Gate Equivalent in NOR Gate t
NOT | A —Do——; \ i
AND | A
F A —
B—
F
B JE—
A D
F A
NAND
A .
F A —
B — : ' :
| | F
B o el

10.10 Combinations of Logic Gates
It is possible to combine logic gates together to produce more complex logic networks.

We shall

consider two scenario which are possible normally

a) Drawing the truth table from a given logic network
b) Designing a logic network for a given problem and then testing it by drawing the

truth table.
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o to produce truth table
juts == 1

find the Number of Inputs in the comb
Create Tru%h table to represent the number of input possibilitics
Label Interim gates with Letters Preceding the same Jevel

Arrange your letters in such a Way to proceed along with inputs for your truth table

write the letters gate function for verification : .
u
praw Final Truth Table purpose and to avoid errors or confusion

ined circuit (n)

Sy U B Vo DN

cample 1 - Combined Circuit with inputs
consider the Example Given Below

>
-
; ) X

Step 1: Number of Inputs in this casc is A, B => 2, therefore, No of Possibilities -> 22

Step 2: Label the interim gates with letters sequentially so as to draw your truth table easily (C,
D,and E)

A

\_\c ‘ D
= > >»I
ﬂ :
B _/ ‘ X

$tep 3: Draw Truth Table with appropriate headings

A B |C [D[E |X
0|0
0|1
110
111
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Step &: Write the Gate Function output from each intermediate letters yoy have , »

.. C=AORB

.. D=NOTC
. E=AANDB
V. X=DORE

Step 5: Construct the Truth Table according to logic gate operations learnt pr

truth table behaviours ﬁdm_,f
AlB|c|p|E X
olo|lo|l1]0]1
o|l1]1l0/0]0
1l0|]1/0]0]O0
1|11]1/0]1]1
Step 6: List only Final truth Table
A |B [X
Lojol1
lol1]o0
110 0
1 1 1°

-— St 4

trzampie 2 — Combined Circuit with

(SN
)

Consider the Example Given Below
A

i O

Step 1: Number of Inputs in this case is A, B and C => 3, therefore, No of Possibilities -> 2*

Step 2: Label the interim gates with letters sequentially so as to draw your truth table easily (0,
Eznd F)

A D

B—

DY
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: 3. Draw Truth Table with appropriate headings
- gteP

A |B |C |D |E |F |X
0| o

===l |C

[ Nl Kol B0l B Ko
=== =

1|1
step &: Write the Gate Function output from cach intermediate letters you have added

. D=AORB
. E=BANDC
m. F=DORE
Iv. X=FANDC

step 5: Construct the Truth Table according to logic gate operations learnt previously and their
truth table behaviours

>
o]
(]
n
x

[ JEN R e L=l (o) ) jo
[y e =l =l Il Il el f e
= |lo|lrk|lolm|o]l~]|o
N P U N (I N P Y = R

~|lololol~|lo|lolo|™

=== == |o]lo
PO |OlR|O|0]|C

Step 6: List only Final truth Table

>
2]
x

ey e I =1 l=l ==
[y e =1l i L =]

=lolmlol~|lol=|ol0
=lO|l=|O|=|O|C|0
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escription Given
fuel injection system Bives certain ¢,
u‘

d Circuit from D

Example 3: Combine
ie. X =1) whenacar

An alarm, X, gives @ signal (
conditions.

The inputs are:
Binary value Condition

input

pressure < 5 bar
pressure >= 5 bar
revs > 8000 rpm
rovs <= 8000 rpm
temp > 120 °C

[temp>120 ©
temp <= 120 °C

i

The alarm returns a value of 1if:

Either (i) pressure <5 bar AND revs> 8000 rpm
(ii) revs <= 8000 rpm AND temp >120°C

Or
Procedure:
1. Count the Number of Inputs
2. Read Instruction and Convert to appropriate statement interpretation by referring to

the table given
3. Express statement in terms of gi

4. Note: These questions usually as
5. Draw Logic Gate Diagram and Label properly

ven gate
k the user to construct the logic gate circuit using given

v Noof Inputs : P,Q,R=>3, therefore , No of Possibilities = 2 3

Statement1 :pressure <5 bar AND revs > 8000 rpm

Referring to the table given for Statement 1 we get: (P=0AND Q= 0)
Statement2  :revs <= 8000 rpm AND temp > 120 °C
Referring to the table given for statement 2 we get: (Q=1ANDR=0)

From the question statement definition, it says alarm X runs if either statement 1 or 21is

AN N NN

true
Hence: X=1 IF Statement 1OR Statement 2

X=1if(P=0ANDQ=0) OR(Q=1ANDR=0)

NS

We usually convert the Zero output to NOT one since it is easier to simplify circuits

v Hence,X=1if(P=NOT1 ANDQ=NOT1) OR(Q=1ANDR=NOT1)
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serefore, we draw the diagram as shown below using traditional symbols
=D
R >I |

/ Finally we construct the Truth table repeating steps with learnt previously
/ We label the diagram with appropriate letters

| > s
[ T

al

v We write the letters logic gate function they represent

l. S =NOTP , T =NOTQ
. U =SANDT , V =NOTR
Il W =QANDV , X =UORW
¥ Construct truth table accordingly
P [a[R[s [T Julv [w]x
0 0 0 1 1 1 1 0 1
0 0 1 1 1 1 0 0 1
0 1 0 1 0 0 1 1 1
0 1 1 1 0 0 0 0 0
1 0} 0 0 1 0 1 0 0
1 0 1 0 1 0 0 0 0
1 1 0 0 0 0 1 1 1
1|1]1]o]JoJoflo]o]o
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11.0 Communication and Internet Technologies — Network

11.1 Computer Network
A computer network is defined as an interconnection of devices together to share infOfmqﬁon
and services,

There are several types of services and data that can be shared on a network. These include but

are not limited to documents, email, database, hardware (printers, faxes), tGIEphony'
videoconferencing and others.

Main Components of Network

v Devices - these are used to communicate with each other

v" Medium - refers to how devices are connected together (Wired / Wireless)
Y Rules - these govern how messages flow across the network

v Messages - these refer to the information that travels over the medium

11.2 Network Architectures

These refer to the way devices are connected and the way host connects to the network,

A pc or host is any device connected to a netw

ork. Sometimes it is also called a node. A host can
have several functions which include:

\

v Function as a client —request for data
v' Functionasaserver - provide data
v" Function as peer —request and provide data

Based on these varying functions, several network ar

chitectures have been developed including
the 3 main below:

v Client Server Model
v Peer to Peer Model
v" Mainframe / Terminal Model

11.2.1 Client Server Networks

This is the most common network infrastructure used in corporate ! !|‘ *_“E
environment. Clients request data and services stored on servers. ’ l "
The servers hold data and provide services. Network operating Sanse ‘:’!
system (NOS) on server manage resources. The NOS provides: - "
® Network directory services #‘J _—“!
* Network security, monitoring, and auditing features o "

* Architectural framework (APIs) to support server-based applications

Examples of client server model

are video sharing website, shared printing service in a university
or school
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| ciient/server Authentication

:L ‘ o , , . .
ent 0S sends login information to directory server. The directory server is responsible for

Thcrc:uthcntication. During the login process, client communicates with NOS on server.
15C
l//,f’-_‘”‘d"a“tag"-' Disadvantage H
mS management as it s * |tintroduces a single point of failure.
centralised. A l.e. if server goes down, whole
. Easier tosecure and back up network stops to function.
. Scales larger than peer-to-peer
network
P

1173 Peer ta Peer Maodel
11.2.3

In this type of networking model, all hosts on the network can both request and provide data
and services.

peer to Peer authentication

yser account usually includes username, password, permissions etc. and exists on a single
computer.

Advantage ) Disadvantage
= Simple file and resource sharing » Difficult to maintain security
* Difficult to manage and backup data

11.3 Network Cguipment
Modems

A modem (modulator-demodulator) is a device that modulates an analogue carrier signal to
encode digital information, and also demodulates such a carrier signal to decode the transmitted
information. The goal is to produce a signal that can be transmitted casily and decoded to
reproduce the original digital data.

Modems can be used over any means of transmitting analogue signals, from light emitting
diodes to radio. The mast familiar example is a voice band modem that turns the digital data of

@ personal computer into maodulated electrical signals in the voice frequency range of a
telephone channel.

These signals can be transmitted over telephone lines and demodulated by another modem at

the receiver side to recover the digital data. Modems are generally classified by the amount of
3@ they can send in 3 given unit of time, usually expressed in bits per second (bit/s, or bps).
odems can alternatively be classified by their symbol rate, measured in baud.
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The baud unit denotes symbols per second, or the number of times per second t

sends a new signal.

Bridge

A bridge reads the outermost section of data on the data packet, to tell where the mess; eis
going. It reduces the traffic on other network segments, since it does not send aj| Packets,
Bridges can be programmed to reject packets from particular networks. Bridging occurs at the
data link layer of the OS| model, which means the bridge cannot read IP addresses, but only the
outermost hardware address of the packet. In our case the bridge can read the Ethernet data
which gives the hardware address of the destination address, not the IP address. Bridges forwarg
all broadcast messages. Only a special bridge called a translation bridge will allow two networks

of different architectures to be connected. Bridges do not normally allow connection of
networks with different architectures.

Repeater

A repeater connects two segments of your network cable. It retimes and regenerates the signals
to proper amplitudes and sends them to the other segments. When talking about, Ethernet
topology, you are probably talking about using a hub as a repeater. Repeaters require a small
amount of time to regenerate the signal. This can cause a propagation delay which can affect
network communication when there are several repeatersin a row. Many network architectures

limit the number of repeaters that can be used in a row. Repeaters work only at the physical
layer of the OSI network model.

Server

A server is a computer on a network that provides a resource to the other machines on the
network. There are several different types of server on networks, distinguished from each other
by the service that they provide on the network. Typical servers are the file server and the printer

server. They offer services exactly as their names suggest and are there to provide a centralised
resource. :

Types of Servers

Mail Server move and store mail over corporate networks (via LANs and WANSs) and across the
Internet.

Proxy servers sit between a client program (typically a Web browser) and an external server

(typically another server on the Web) to filter requests, improve performance, and share
connections.

A Web server serves static content to a Web browser by loading a file from a disk and serving it

across the network to a user's Web browser. This entire exchange is mediated by the browser
and server talking to each other using HTTP.

An application server occupies a large chunk of computing territory between databases and the
end user and they often connect the two.
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gathaV is USCd. to connect a L'/\N to a WAN (possibly the Internet). It provides a connection
with ensuring that material passed from one to the other is appropriate and it also

? onitors the usage of the connection. The gateway deals with distinct communication protocols
;ltwcc" the LAN and the other networks that it connects.

yetwo!r s inter{ace Card
E N
oher abbreviated as NIC, an expansion board you insert into a computer so the computer can

b(,connectcd to a network. Most NICs are designed for a particular type of network, protocol,
and media, although some can serve multiple networks.

59;1’.'\.‘\

Aswitch is @ device that filters and forwards packets between LANs segments for which it was
intended for. Switches operate at the data link layer (layer 2) and sometimes the network layer
(layer 3) of the OS Reference Model and therefore support any packet protocol. LANs that use
qwitches to join segments are called switched LANs. Since it forward packet to required
destination only, it optimise network traffic by setting up a temporary dedicated circuit between
and sender and recipient devices. As soon as the transfer is completed, the circuit cease to exist.

E.g. Cisco Switches, 3com Switch, D-Link Switch

A router is a device that forwards data packets along networks. A router is connected to at
' least two networks, commonly two LANs or WANs or a LAN and its ISP’s network. Routers are
located at gateways, the places where two or more networks connect. It chooses the best path
tosend data from one point to another E.G Popular Routers: Cisco Routers, D-link, Linksys, 3Com

Routing is the process of sending a packet of information from one network to another
network. Routers use headers and forwarding tables to determine the best path for forwarding
the packets, and they use protocols such as ICMP to communicate with each other and configure
the best route between any two hosts. Router configuration ensures that data packets are
Touted’ to the correct destination with minimum loss and disruption.

WhP

It is a device that allows wireless clients (devices) to connect to a
wireless network using WIFI standards. The WAPs often serve as a
Bateway between the wired and wireless networks. Wireless clientare
centrally connected via a wireless access point (WAP). This is
referred to as an infrastructure connection, or a Basic Service Set (BSS).

4 Wireless clients must associate with a WAP before data can be forwarded.

nments where a single WAP does not provide sufficient coverage, multiple WAPs can

nec ion to one wired connection.
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11.4 WWW (World Wide Web)

‘Itisdefined as a system of interlinked hypertext documents that can be accessed via the j interney
using a browser. It was invented by British computer Scientist, Sir Tim Berners Lee in 1989,

11.5 Communication systems to support the Internet

WAN Description
Connection
Dial Up Uses a modem to connect through regular analogue phone line
Networking
Digital High speed connections made over regular analogue phone lines
Subscriber Line ; _
Cable Connections made over the same lines that carry cable television signals
Satellite Connections made ¢ by sendmg, 5|gnaIJ to and receiving signals from
satellite in orbit around the carth
Wireless Connections made through infrared or radio waves. Note connection can
also be made over cellular telephone networks or via satellites
Cellular Connections made through a cell phone or laptop’s cellular network PC
card on a cellular phone network. ]

11.6 WAN Connection Types |
WAN Link Connecticn Options

T
e
t{: 1('{;711 ( I\’I
[0S

”’{‘5"1& Hm i? '1:‘:\ et}

2NN

Leased’ = Clreutt | A Packel- 7m8roadbaqd‘
" Lnes = i SWHchad | ‘Swiiched = - ! VPN -

T W
7 F
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i ‘ ag '.Q
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WANSs are generally grouped into 3 separate connection types:

1. Point to Point technologies
2. Circuit switched technologies
3. Packet switched technologies
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o of technologics are often called dedicated or leased lines and is among the most
e form of WAN technology. The lines are leased from an Internet Service Provider who
Sltccs bandwidth from one location to another. The cost is often determined by the

i3 cc and amount of bandwidth required. Point to Paint connection requires no call set up
igtan
d:d is always On¢:
a .
r1Lines, T3 Lines & E Lines
£E
o & - /
Ny iy ' My '
g Y Y
nyy #h"f . ity I 1/

N N

|

Lo dalines

. b s O

These type of technologies require that a connection is setup before data transmission. (Call set
up). The session is destroyed once data transfer is complete and is often known as On Demand
Circuit. Its price is generally low compared to point to point. E.g. Dial-Up, ISDN

PIN (POTS)
PSTN — Public Switched Telephone Networks
POTS - Plain old telephone System

The Public Switched Telephone Network uses a dial-up system over telephone lines. The
connection is not continuous. The data and phone share the same line and allows only one to
be used as a time. Such system usually has a max data speed of 56 Kbps and provide remote

access.
Telephone
systom
R Modcm
N
—___Uignal 1 Ana'og ]l Dignal ]
0001110001 0001110001
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11.6.3 Packet Switched Technologies

These type of technologies often shares 3 common infrastructure between all Provider
subscribers. Hence, bandwidth is not guaranteed but is rather allocated on best effort basiss
Normally such technologies does not suit applications which require consistent bandwidth but~
its price is less expensive than that of point to point. E.g. of packet switched technologjes
include: Frame Relay and X25.

The packet switched network moves data through the network packet by packet. Each packet
takes the best route available at any given time rather that an established route.

11.6.4 Cellular Networks

These types of networks use are very complex. It requires the use of a central access point which
is a cell tower connected to a main hub. There are two common major cell standards used such
as GSM and CDMA.

11.7 Network Transmission Technologias Pros and Cons

Microwaves , i
- Advantage Disadvantage ] ]
= Theses waves pass through the = |Itis absorbed easily by nature
ionosphere and hence are suitable *  We need special aerials to receive
for satelite to earth transmission. them

= |t can be altered to carry many
signals at one time including data,
televisions pictures and voice
messages.

Radio Waves

Radio frequencies are radiated into the air via an antenna which creates radio waves. The higher
the frequency, the higher is the data rate but they have a shorter range.

Wircleas Mcdia Signals and Security

Data Signals
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Advantage

Disadvantage

It can travel the carth since some are
reflected off the ionosphere.

carry carry 3 message
ns:antancously over a wide area.
Acrials to receive them are snmpler
than for microwaves

= Radio waves does not cover all area

= Radio waves are susceptible to
infererence and noise

= Radio waves has a range of
frequencies that can be accessed by
existing devices is limited and hence

there is lot of competiton amidst
companies for the use of the
frequencies

——

~sead of USINg cables, signals are transmitted through air whereby a service providers beams
~crowave signal from a dish on the ground to an orbiting satellite. The latter then sends the
-3 back down to the receivers. Usually receivers are small satellite dishes but can also be
4sble modems or phones. Thisif often referred to as point to multi point because the satellite
can provide signal to a number of receivers.

Advantage Disadvantage
s (Can be used anywhere in the world * Installation can be tricky
where satellite signal is available = Requires Line of Sight

= Latency can be a problem

} = Connections are pretty slow
. compared to wired cabling
i

Cnavizl cable

L 012

This is usually found in older networks. It is available in various specifications that are rated
according to the RG Type system. The distance and cost should be considered when selecting
toax cable.

Coarial Cable Design

Coppet Conducics

Pasiic irsudation

w
r
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Advantage Disadvantage
* Lesssusceptible to EMI interference * Low bandwidth carrying Capacity

Twisted pair cable

Unshielded Twisted-Puir (UTP) Cable

} Protects the !

. signal from
. interference e
L-*m--ru«,«;y-’—“&am Electrically |
Twistad-Pair isolates wireg |

from e

o

— _— ., Color-Coded
o S i 5 ~
B m Plastic
Insulation

It is commonly used in Vbusine}ss apbtlica‘t'ion to deliver bofh data and voice. The cable has
different category that specifies its maximum length and speed. There are two types which are
unshielded twisted pair (UTP) and shielded (STP) which are commonly used. Normally it has four

pairs of wires with each pair twisted around d each other to can

cel out Electromagnetic
Interference.
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Advantage Mmﬁ%dvantage
= Cheap compared to other types of » Susceptible to interference
Has limited bandwidth carrying

3paCitY

—

Fiber Media Modes

Single-Mode Multimode

poymeric Cozing Produces single straight path ~ Coating Allows multiple path for
I for light e fight

/‘_ v e, iy A ’l "-g;:{;viﬁ;};zﬁ%?z*??.bhﬁ_’ii?‘
\ : . N "'
ot ' JEEr e
GassCadding  Glass Core=810 Glass Cladding Glass Core=50/625
125 microns dia microns 125 microns dla microns

This type of cable carries light based data. The actual cable is made up of strands of glass or
lastic and is not thicker than a human hair. It has two modes which actually refers to the
wundles of light that enter the fibre optic cable:

i, Singlemode  —isused for wide arca networks and other long distance
i. Multimode —is used for local area networks and short cable runs
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Advantage Disadvantage

= Fastest cable media ' * Most expensive out of all capfeg
* less interference and less signal = Cannot be bendaround tight corne
rs

degradation

= Higher carrying capacity corﬁpared to
others

" More secured since impossible to tap
light
= __Thinner and lighter weight

11.8 Bit Streaming

Streaming is defined as the process of delivering media constantly by a provider using
telecommunication networks. It can be done in two main fashion which are live streaming o
on-demand streaming. This technology has emerged due to faster internet connection, better
compression algorithm for media delivery and faster and more powerful processors.

11.8.1 Live Streaming

Live streaming is defined as the process of delivering media content live over the Internet over
a network where subscribers access the content in real time from a media publisher without
saving the file to a hard disk at one time only. E.g. YouTube, Football match streaming
(ESPN.com)

11.8.2 On Demand Streaming

It is defined as the process of delivering media to the user by means of the file being saved toa
hard disk and then played from that location and can be available for an extended amount of
time. On demand streaming is also known as.progressive streaming. E.g. On demand video by

MYT service in Mauritius, NETFLIX

11.8.3 Bandwidth
Due to the video quality size and file transmission size, a high broadband speed is recommended

specially for videos depending on the resolution type. Audio streams are compressed using
audio codec such as MP3, ACC or Vorbis. Video streams are compressed using video codec such

as VP8 or H.264.

The bandwidth allows smooth streaming of video online at viewable quality. If a large vidt?o has
resolution 640 * 480 it is usually streamed at 400 -700 kbps even if some have higher bt rate
streams since producers have to pay for their bandwidth.

If a video resolution is 320 * 240, it means there are 76800 pixels in each frame while if 640 *
480 is used it has 307200 pixels. Hence compression need to be applied to achieve same date
rate which obviously means a reduction in quality. That is why an internet connection of
kbps should produce excellent quality at 320 * 240 but would look disastrous at 640 * 480:

ww.youtube.com/megalecture

MEGA LECTURE

agalecture.com



www.youtube.com/megalecture

/ R R g
‘\) Online Classes : Megalecture@agmail.com
www.youtube.com/megalecture

wWiW.megalecture.com

) () ( gmmunication and internet Technologios — 1P Addressing
¥ ;

L Address

| p address s @ unique address for a device on a network. Every host needs to have a unique
Pnaddffss‘ It can be configured manually hy a network administrator or automatically via a
,DHCP“M‘"' There are two main version of IP address that exist:

/ Ipva =32 bit - quad dotted decimal number between 0-255
7/ IpV6 — 128 hit - hexadecimal

2.1, 1PVA

AnIPVA address is made up of a network and Host ID. It uses & bits for cach octet. Hence an IP
address like 192.168.1.9 will be represented in binary as follows:

1100 0000. 1010 1000, 0000 0001. 0000 1001

Asubnet mask help identify the network part of an IP address and which part makes up the host.
@0 Connection Information .

0 Active Network Connections

Livebox-a315 (default)

General

Interface: 802.11 WiFi (wlan0)
Hardware Address:  68:5D:43:25:95:6D
Oriver: iv/viifi

Speed: 1 Mb/s

Security; WEP

IPv4
IP Address: 192.168.1.15
Broadcast Address: 192.168.1.255
Subnet Mask: 255.255.255.0
Default Route: 192.168.1.1
Primary DNS: 192.168.1.1

IPv6
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12.1.2 Classes of P Address

Class | First | Default Subnet Comments Possible IP Address
Octet Mask Number of Representatio,
Host
A 1-126 255.0.0.0 For very large 16777214 NHAR
networks
B 128- 555.255.0.0 | For medium size 65534 NNHH
191 networks
C 192- | 255.255.255.0 For smaller 254 NNNH
223 networks with
_ fowerhost |
D 224- N/A Reserved for ]
239 multicasts
E 240- N/A Reserved for P
255 testing
Note:

v" N represent the network part and H is the host part.
v 127 is reserved for localhost and loopback address.

12.1.3 Public IP Addresses
A public IP address is neede

IANA which assigns it to regional registries
and individual users. Public IP address is strict

allowed.

d for any device to be routed on the Internet. The master holder is
2nd then to ISPs. ISPs allocate them to organisations
ly controlled to ensure duplicate addresses are not

lass

Public IP Ranges

1.0.0.0 - 9.255.255.255, 11.0.0.0 - 126.255.255.255

128.0.0.0—172.15.255.255,172.32.0.0 - 192.255.255.255

ﬁm}rﬂ

192.0.0.0— 192.167.255.255, 192.169.0.0— 223.255.255.255

12.1.4 Private IP Addresses

A private IP address is only intended for use within an organisation and cannot

internet.

MEG

Class | Private Address Range

A 10.0.0.0 — 10.255.255.255

B 172.16.0.0—-172.31.255.255
C 192.168.0.0 — 192.168.255

A L

WW. youtu be.com/megalecture
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work Address Translation) is used to translate between private addresses and public
W jtisa temporary solution to address the shortage of IP address, |t can cven be used
'Mﬂs‘x"(lf\’ mechanism. Duc to the depletion of public IP address, hence IPVE was introduced.
g2
, {
jit (s 128 bits to represent an P address. It is approrimately around 3.7 * 10%% addresses.
o o offers the following features:

increased address space and scalability
simplified configuration

integrated security

compatibility with [Pv4

<

N N

pn example of an IPv6 address: 2541:1523:2681:0C14:0123:1111:2222:4444 Less than 20% of
the IPv6 3ddress space has been designated for use currently allowing for enormous substantial

19 3 Domain Name Service
sl wyss s

4 DNS is an internet service that translates domain
pomes into IP addresses. Becausc domain names
srealphabetic, they are easier to remember. Every

time someone use a domain name, the DNS

service must translate it to the corresponding TN N P
address. If one DNS server doesn’t know how "\ Viotis the IP address for
totranslate a particular domain name, it asks L e

another one and so on till the correct IP is The IP addressis
returned. 167.133.219.25

ONS uses a hicrarchical system of databases

to resolve names and IP addresses of know gy
o S

hosts within networks and across the Internet. ==

Ay poople.com - 209.85.225.104
‘epresents a Fully Quantified Domain Name vz oe
(FQDN) :

v
v

Can | have yout web page?

Sute_heta it is! Cherd

.com represents the top level domain
.google represcnts a sccondary level domain
Www represents a host computer in the .google.com domain

Othertop level domains include .org, .net and .gov. Top level domains can also include country
¢
*de such as.mu, za ctc.

outube.co
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12.4 URL (Uniform Resource Locator)

part qary

/to/resource’a=b&x=y

|

resource path

http://www.domain.com: | 234/path

prowocel host

ostal or email address. Just as postal and email addresses [ist 5
address, indicates where the host computer is |ocated,
nd the name of the web page and the file type of each

An URL functions much like a p
name and specific location, a URL, or web
the location of the website on the host, a
document, among other information. _
d other resources on the World Wide Web. The first
| to use, and the second part specifies the IP address
ted. For example http://www.bcs.org.uk

It is the global address of documents an
part of the address indicates what protoco
or the domain name where the resource is loca

.youtube.com/megalecture
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120 Communication and |jhte

Lnadnt et Technologies — Client and
Serverside Scripting

2 defined simply as i : ,

"“”pt;zvif,(:‘;ges scﬁi\;lnt ISE:J:CC; ?Cf) mTtruchons which provide change into an application. In
ms 0 . ralmost all functions ' '

i;c gerver (server side). in browsers (client side) and cven at

311 Client Side scripting - writing code used b

wspond 10 users” interactions. It reduces the overlog

ptheuser's computer. E.g. of client side scripting la

y browsers to render Web pages and to
d of the server to validate dataas it relies
nguage is JavaScript.

13.1.2 Server Side Scripting

prowsers. E.8. of server side scripting 1a
sser with powerful data manipulation t

— writing code used to generate the code consumed by
nguage is PHP & ASP.NET. Server side scripting provides
ools and personalisation aspects.

Note: Server side script cannot be seen or copied by the user.
Process

1. Userclicks on the hyperlink and the current web page is requested from the appropriate

server.

2. Theserver interprets the code in the script found in the page.

The page content is then adjusted to what the user has requested by passing data
around.

4. The final page with adjustment madc is then sent to the user browser for result display.

13.2 Sequence of Events for client server interaction

1. User clicks on the hyperlink and the current web page is requested from the appropriate

server,

The server looks for the web page and finds it.

The page found contents’ are transmitted to the client computer.
The client computer processes the JavaScript code.

The page is displayed on the client computer.

(7, S ST

pl N .
133 JdvdSl;rmt

BvaScript s 5 scripting language most often used for client side web development (User's
'0Wser). The main reason JavaScript was designed was to add interactivity to HTML pages. The
V3Serint code consists of lines of exccutable computer code and is usually embedded directly
Mo HTML pages.

It has o b

di ¢ noted that JavaScript is an interpreted language and some browsers may behave
trent)

Y upon a JavaScript program.
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JavaScript uses

* |tprovides HTML designers a programming tool to write snippets of code tg embeg
their HTML pages. o

* Itallows the insertion of dynamic text into an HTML page.

® Itcanreactto events and allow the running of cades upon clicking on Particular cans:

* Itcanread and write HTML elements contents. o

® ltcanbe used to validate data on forms before data is submitted to a server,

* ltcan be used to detect the visitor's browser.

" It can be used to create cookies to store and retrieve information on the Visitor
computer.

Benefits of JavaScript

= Usability — we can modify a page without having to post back to the seryer
which allows faster user interaction.

= Efficiency — it can make small, quick changes to the page without waiting for the
server

* Eventdriven —itanrespond to user actions like clicks and key presses

JavaScript File

The script should be placed in the HTML page’s head and script code is usually stored i ina
separate .js file. It can however be placed directly in the HTML file’s body or head but this i isa
BAD style as one should try to separate content, presentation and behaviour.

Hiearm 0]

] g<html>

20 <head:>

3 ¢ <script Lype="text/JavaScript">»

4 | -

5 i document.write (" Wriiling my Ifirst JavaScript Code")
& /=2

7o </script>

) } < /head>

5 5 <body>
10 |

11 r </body>

VA

12 le/ntml>

Using External JavaScript |
To run same JavaScript on several pages without needing to write the same script on every page,

we use an external file and the file extension is .js file.
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gl —_—
le A>
<script sro-"test.js"></script>
</head>
<body»
</body>

o tg/html>

javascript Variable
variables are declared in javascript using var keyword.

Juwi
I

c<htnd s

<nead>
<script tyre="text/JavaSaript"»
var myname ="-0 0000ty
document .write (myname) ;-
document.writs (" 0 " 4 myname+" 0 ")

|
) l o/script>

’ [ s /.’1’:&!‘.‘ > [ - ‘5@
- e, A N -
\ Do j:" l AU Wenderec ek 0 O T ey Sone P Qe o i

LAt Rand
</body> ]

" Atish Rajub

“<)nrml \
14

i

POPup Boxes
Difference between Alert, Confirm and Prompt Box.

Alert Box is used to display Information to the user and the user has to click ok to proceed.

S¥ntax: alert(“Your Text Goes Here”);
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o 1 < JavaScript Code

Tantal 5
¢ ¢ heads
e <ecript type="text/Javascript">
:‘ & function display alert()|
; alert(” iris '3z an zlert toxe 117)d
vt )//tunction Display alert
" </scnpl>
LI </head>
7 <hedy>»
009 <form acticn =nr>
dog <«diw
ol “input type ="button" onclick="display alext()" value="Display Alert poges.,
?‘; <IEiw : o ————
» toms | R (SiarE)
- </body> L0 [ Csemsanerdess £ - 20 e Sibnt Detig't [ ,‘ ' (37 )
e . : Palinnir:)
17 Lehtms || Dhspiay et | e e B |
8 A ' '
8 2 - Alert Box
20 "!" This an okt bar &
EETE

f

|

l

Confirm Box

Confirm Box is used if the user has to verify or accept something. It has two options which are
OK or Cancel.

Syntax: confirm(“Your Text Goes here”);
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, | =Javaseript Code
rend®
ceeript yve” rewy ) avatoripe s

frerctien 5I'rl‘7»f‘!l‘.(kl’“ 0t

vax anewsr = esnflends (oo. Duteme Olesaa Vi
| {0 (ang=c1 ~= trur)
| |
| doiunent cvrdte (" e e - Ve
!
|
| -lea
L (
' docurant.writa(™ v o L L 4
- S | H
! |
‘ Jirfenetaor Disrlay Confy
(

¢/ seripe>

| «/tend>
asdy?
clfatn Artien 3Ty

1 «3j=>

: SITRUL ISP Sbuttons srelinkE dieploy nonfsr() " anl 127 Dl aplay Conliem Rox=/>

} cidiw>» ,‘_'—“—“:‘—'-~-~—- S T T e—re—
| i 21 8arm™> | '
t P <eeay { Q SO beiebont Dokt £+ €| ) oty geheah Debicgd y |

st | o e B oS DR A g 5 T R |

‘ o Lomemas [ Oselay Conreen o | Messige Tt mebcaze LX) (
| % |
| l - . A Frenyafoorem Flengn ! H
, 2 - Confirm B“-‘\ @ |
| ‘ e |
| | | ox ] Gred | i
; Hpe ten Mg Langua g ik 1 . T T ‘

cr s\School\Dub top\t...

3%
R:-} 2) C \U'u'\‘:chon!\Dﬂh ,O C JI

You have prcsscd Cancelt

Prompt Box

Prompt Box is used to take input from the user before entering a page for example. If user press
OK, the box returns the input otherwise it returns null.

Syntax : prompt(“ Your Text Goes here” , “ Your Default Value”);
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13.4 PHP (PHP Hypertext P_roce‘ssor)
It is a server side scripting language that is often used

1 i <hinl>

<head>
<ecript type=“taxt/JavaScript">
function display prompt(}|{ _ ) .
var answer m prozmpt(" Eater tour dame o D" Defavit Text f);
if (answer != null && answerl="")
{

docunment.write ("Wolooine 4 answer + 7 o Lou Ui

)//function Dizplay Prompr
</scripo>
</head>
<body>
<form action s'"»
<div> .

<input type ="butten" cnclick="display prompt()” value="Display Prompt Box"/>
</di\'> e e e e e TR A R e T T e
¢/ tormy PR R RN RN A oty hale
osp T G ol Tesb AN
| I e st
</htal> [ Digiay prompiox |
2

T TR S R AT TR ATV Y
R AT

:S;:-w-l Prones . [%3 E
) |
3 [ter Your NHomae ! c " J ’
t ]
B s vt |
A A T R AT P AN I B T st T T 1

¢ Explorer Ussr Prompt LT T ey S P A HGR AT, - ,Am.... ]

(=13

Sc Promot
Crame Your Harme o F

e s s =
Tawa HOIgR P ragrminener

4 Rk . 4 Aw—
5 @ﬁr Vieeri b hDests 47 v O

T Welconie Javadngt Pragiaisner Y Tow Dresrer la?

It can

to make web pages dynamic.

perform the following tasks:

Depending on different context, it can provide distinct contents
It interfaces with other services such as database, email server and others.

It also authenticate users.
It is used heavily in the processing of form information from ht

pages. )

ml pages or PHP d

cture
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FVONS

3. Client Browser -> it requests a PHP file (dynamic content) and the server has to read

c<< the script code inside it and then sends result across the network. The PHP script

. uCe( output as the response sent back.
00

. ltis free and is open source and hence many developer use it for free of charge.
. Itis compatible by most popular web servers such as Apache, IIS, etc.

. Itisvery simple but support a wide range of functionality

« |tisreadily available by default on most commercial web hosts.

_p File characteristics

» Al PHP page extensions end with .PHP usually.
» Ablock or file of PHP code begins with <?php and ends with ?>
PHP statements, cades, function declarations etc. appear between these endpoints.

atabase

often PHP is combined with a databasc server (PHP + MYSQL) which is also open source and
very popular amidst web developers.

Steps to run PHP
1. Install and Run WAMP server.

2. Goto directory where WAMP is installed and create a folder as shown below.

@‘JV] ;v Cemputer » Local D‘slri(C:) P wamp borvve b

Oryenize v 3 Cpen indudeinlibrery Sharewith v . Hewfulde
H ra'.ﬁ:im e Pt e e o e
= Cesktop {0 ALhPLIP 12272014 12 AW Tilz foldar
;é Desalieats @ favicen 122070610 AN lzon 108 KE
7= Fecent Places L, indexphp el M e
| | testmys3lphp L12/3172019 €0 AN PHP Fre 1 ¢

3. Now using a text cditor (Notepad, Notepad++) write simple PHP code as shown below
and save it as sample.php in the folder created:

MEGA .L“ECTURE

lecture
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Example 1
Drd\wan\p\um Mth"HP"um[ilo rhp - Netepads+ \
Fie bt Seacch  View  Encoding  languige Settings acie  Bon - Plagne Wndew T
‘ oﬂ\bdw-’ o v @] ¥ by Il | J¢'| & g | 1: :;]_L‘L,.Z-, ,,m,”‘i@,&j“o] W (5] () @ [E’
Elowi 8wt 1 ravple php u\ :
L Cephp .
8 ache "Halle Wezldr,
9
) )
4. Go to your browser and type the url to access the PHP page you have created to see it
run.
@ indexof fatisheHp X\ T S et
€« - C a LJ localhostf;.\nmpﬁp, ' R —

.*: Apps 0 Gettmg Statted {:l lmported From Furef

Index of /AtlshPHP

e Name Last modified Size Description
! e ___W%Parent Directory -
| &) smn])le.php 2014-12-27 11:56 34

Apachel2.4.9 (Win64) PHP/5.5.12 Server ar locallrost Porr 80

7 E()] localhost/AtishPHP/samp

« + C M gkl Iocalhost; AthPP/samp!L php
i Apps l:‘j Gettmg Startecl D [mported From Flref

Hello World

ettt

outube.com/megalecture
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0 2. Demonstration of Comn ents, Vari

! lables and Concatenation

}
j( T
1 l-'
' |
- e gk TN
| cerir taleln Pare
| ;
e ;21712004
4 ¢
parpaee ! kzate Sipls bdF code
| '»-ir"d’ -_f-r'-p‘nj:,
e (% e ——pae
|, [omae sp hivosingle lane commenat e dine
'f'f,'::A" H LR % -
(¥ ] -1 TOURLLG RIND NRUVOI) 0 oprant walue on brawssr rice,
i
. o *Moviipen [y Y N - " [ o
y |Cmame = TEvicn brmamrear Ty 4 Defindny s warisblz sillesd rame and s23ig2ing valze 3o iv.
A
Yoew aTass Mian (g P 2pgege A pyo e o i .
o |eche TeIIiciTe TR L TuonAmer ¥ uteuiing value of variable and cracatinacing resule uiino . kawosi
{
fral e L ?
¢ | foaumd = 73
frun o fnumis~fnuni;
y - 4 [ v g "
7o (eshe T Tie Tur ool tUAneml.T oand "Snumdlton vLSeums 4 onzta o msul speratsr asplisd e autmun 2o zame Iine 3 zcavs
;I
1} L,,

h/ (D locolhost/AtishPHP/zonmyy % \\'~ :

el T T e it b aanin s et o i P b s e i St

&~ cC n Y localho.,t/fm fap) H‘/*..n‘nplr !,"q)
HApps ') Getting Started () Imported From Firef...

Simple PHP code

You Name is Novice Progranumer The Sum of 10 and 20 = 30

outube.cormr
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Example 3 -Demonstration of Mixed HTML elements, Dynamic PHP ang (¢

{7 CAvamp\www\AtishPHP\samplel.php - Notepads+ + &5l % g
File Edit Search View Encodng Language Settings Macro  Run  Plugins Wmdow ! l

_)‘.'_,J‘[':i LR Q\,_hl & B l =2 O | iB lijl = "-',]11—‘21 ‘ 'l .‘ ”' [:] L’jl (" fl‘ ~ sh

ot _dphn uil tj]r:r:,‘e‘;;h;ﬂ !'_.—_]sanp!el.php KJ'

1 “j<hivall \
vl = <heszd>

<title>Sample PHP page 2</title>

. | - </nsad>

S ﬁ] <bedy>

€ Lﬂ <?php

AR o ror(%y = _; Si1<=:4;82++) 4

A arho "cRP,S5.Ms Tria 1w oa Level ".51 . " neadingd/nn $i, nya,
2 7 }//f5r locp - anotner way of dcing comment using // operaver :
10 7>
11 </bady>

17 </nTml>

& Sample PHP page 2

€« > C ah L_J loca!host/ U;hPHF r—arnp?el.php
EEE Apps 1 Gettmg Startecl C:l Irnpcrtecl Frorn Fur:f

ThlS is a L.evel 1 headlnc
This is a L.evel 2 heading

This is a Level 3 heading
This is & L.evel 4 heading
This is a2 Level S heading

This is a Level 6 heading

MEGA LECTURE
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| ;g -0 database server, retricving and displaying data.

. il

'!’L

“rT edb_ hOSL-— localhost";
5db_pass— =5
¢dh_name = "computerscience”;

| ¢db_connect = mvsql_connect("Sdb_host","Sdb_user","Sdb_pass") or die
‘(r-“,'gql_Cffor(n;

Sdb_select = mysql_select_db ("Sdb_name") or die (mysql_error());

L it | IRER] if A R KT 2y
Sresult = mysql_query("select * from customer”) or die (mysaql_error());

7
<html>
<head>
<title>Samplec Database Connection </title>
</head>
<hody>

<p>Using PHP to Connect to Server and Displaying the result from table
wstomer into a table </p>

<table cellpadding="0" cellspacing="0" border="1">
<tr bgcolor ="red">
<th>1D</th><th>First Name</th><th>Last
Name</th><th>Address</th><th>Telephone</th><th>Date Of Birth</th>
</tr>
<?php
while(Srow = mysql_fetch_array(Sresult) ){

echo "<tr>";
echo "<td>".Srow["C_ID"]."</td>";

" echo

dd)ll-erW["CFnamQ”]-“</td>“; h
ccho

qd)u-erW["CLname"]."</td>"; h
echo

uq i | i
d> Srow["CAddress")."</td>"; ccho "<td>".Srow("CTel"]."</td>";

ccho "<td>".Srow["CDob"]."</td>";
| k " echo "</tr>";

I /WW.youtube.com/megalecture
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}//while

7>
</table>
</body>
</html>

D |

14.0 System Software — Operating System

14.1 Operating System

An operating system (OS) is a set of programs that manage computer hardware resources and
provide common services for application software. The operating system is the most important
type of system software in a computer system.

14.2 OS Platforms

User

7N

Programs

7

Opcerating System

4>

Hardware

0OS Platforms

\

) 1
Windows Linux Mobile Phone Macintosh
|
7 v v v
Desktop —1 Server Ubuntu Androld 0s X
Windows Xp \ﬁa. Server03 Y L, >
Redhat Symbian OS,TIg_el"__
Windows 1 Server08 \/, \], ___JlL-——-—
0S Snow
P
Windows 7 [€ | server12 Mint Linux Ubuntu Leopard
R
Windows 8  [€— >
Windows Mobile
Windows 10

105
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. 4 N T e a1t
g« MerATINE SYLEems

;s Management of 21 hardware resources in terms of processor, secondary storage filing
system 2nd input/output devices.

, pninterface between the user and the machine

J fninterface between zpplications softwarc and the machine
J Security Yor the d3tz on the system

ity .oftware to allow maintenance to be done.

1. The main aims and features of an operating system are to manage the resources of the
computer system:
v/ Processor management  — for multiprogramming, the low-level scheduler must
decide which job will get the next use of the processor
7/ decide on appropriate scheduling algorithms
v/ file management " — maintaining a list of files, directories and which file
allocation units belong to which files
v input/output management — control of all input and output devices attached to the
computer
v Memory management — using strategies such as segmentation and paging and
the high-level scheduler to decide which jobs will be loaded next.
2. The 05 provides a means of communication (the user interface) between the human
uscr, or the outside world, and the computer.
3. The 0S provides a platform on which the applications software can run.
4. The OS hides the complexity of the hardware from the user.
5 The OS controls access to the computer system so that you can put passwords on your
files to stop other people secing them. It controls the access rights of different users

14.4 Types of OS5
Single User Multi Tasking OS5

In such system , only one user can use it at any onc time.It recognises the user and user rights.
However, it is able to give impression that more than one thing can be done at a time . For
example , more than 1 application may be open at the same time.E.g typing a word document
while checking email on the Internet. '

Batch Operating System

Itis a system where the required data is collected together before processing all in one go.ltis
usually used for processing a sct of similar items and this happens at a quiet time.Batch system
does not require human interaction but requires a Job Control Language to control the
Process.E.g Payroll, Utility Billing , Cheque clearance at banks etc .Such applications need batch
3pplication since pay or bills cannot be calculated unless all the data about the work done is
collected and where results are not time sensitive.
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Real Time Operating System

A real time operating system is defined as a system whereby the current Outpl'Jt affects the
input. There is immediate response to the user and files which are updated immediately ¢
Transaction Processing Systems (Airline Booking, any booking system). Other examples
CONTINUOUS MANUFACTURING PROCESS /MONITORING (any control/monitoring applicat

These applications are real time since there is need for a response in a reasonable t
immediate

&
are
on).
me

Real time Transaction Processing Systern

Itis an online system that processes individual, whole transactions as they occur, e.g. an airdine
booking system or automated stock control system, where the maximum res

to be in the range of seconds — nowadays users tend not to tolerate delays of
even whole minutes

ponse time needs
tens of seconds or

Real Time Process Control

This use of the term real-time differs from its use in a real-time
continuously monitors and processes sensor data sufficiontly
required to keep pace with the user’s needs for information or control - although control of 3
greenhouse would probably tolerate a delay of a fow seconds or even a few minutes, in most
cases, this means a maximum response time between microseconds and seconds.

process control system, which
rapidly to produce the output

Network Systerns

A network system is one in which processing occurs indepe

but with shared and controlled access to SOME common re
Automated Systems

ndently in more than one location,
sources,

Automated systems are broadly similar to control systems, but are
and lack the ability to collect and analyse data and the Hoxibility
interaction beyond a very simple level,

dedicated to a particular task
to allow for and act on user

Single User OS -A single-user operating system enables only one user

at a time to access the
system.

Multi-User OS - A multi-user operating system enables more

than one user to access the
system at the same time
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5 gystem Software — Utility Programs

['\ mramS

uz'll'v oftwarc is a type of system software designed to help 3nalyse, configure, cotimize and
Ut"

aainthe computer. It performs 3 specific taskin the 05. Exam oles of utility softwars nd

g

s VITUS scanner

- is used to protect your system from viruses oy moritorrg
input and stored data to ensure that it does no* contain malicious

Disk defragmenter

software
- is used to speed up your hard disk by rezrran
which have been spread across the hard disk

»  Systemmonitor - is used to look at your current system
regards to performance

3 o~
= o
v =< f -

= Lheath S V) -

resources ang their usage with

» File managers
across the OS.
v Disk Formaller

- 3re used to add, delete, rename and movs

n

- prepares the disk (HOD, Other Mediz) to recsiy

dividing the later into smaller areas, each of which can be searchied moce
OS use. .

»  Backup - makes copies of critical 0% &

(WA
of data loss
file Compression Software
* Reduce file size by compression SP3CE 50 3s to transmit over internet or 10 33ve soace

on a secondary storage device by cutting out much of duplicatio

These files include sound and video - > e. g. WmRAR WinZip etc.
File Compression Softwar

Reduce file size by compression space so as to transmit over in tern
on a secondary storage device by cutting out much of duplication o
These files include sound and video - > e.g. WinRAR. WinZip etc.
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14.6 System Software — Library Prograims

rary programs

ik
il

Library programs are collections of resources used to develop software. These include pre.
written code and subroutines. Library programs contain code and data that provide services tq
other programs such as interface (look and feel), printing, network code and even the graph;c
engines of computer games. Most programming languages have a stanc.iard set of libraries thy
can be used, offering code to handle input or output, graphics and specialist maths functiong,

You can also create your own custom libraries and when you start to write lots of programs with
similar functionality you'll find them very useful. Below is an example of how you might import

libraries into VB.NET:
‘imports the libraries allowing a program 1o send emails
Imports System.Net.Mail
'imports the libraries allowing a program to draw in 2D

Imports System.Drawing.Drawing2D

‘imports the Math Library

Imports System.Math

DLL (Dynamic Link Libraries)
It is normally a library of codes that can shared among various applications under the windows

platform. It usually contains a set routines and variables. The DLLin windows platform are af re-

locatable and non-re-locatable type.

"

Advantage Disadvantage
* DLL can be altered to improve them = |t is usually slow to call DLL routinés
without the need for recompiling or because a lot indirect call is required

relinking the applications depending

on them. .
‘/—J
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e S0TTware — Language Translators

L

. agm- 270 JOWCEVETIZNEUSEES and then Translators
" e POOETETYTUNE LENEUSEES tan be grouped into two main types: Low Level Language
¢ Angn Level LBNEU2ET. €ach one of the language category have their own advantages
: ﬁﬂ.tac(‘s
“ argueges (LL

- —

Lesc L2NEUS2ECS 372 programming languages which are closer to machines. These include
: #ne Coce 2nd Assembly Language. Machine code uses series of binary codes i.e. 0 and 1
L 4 2s5embly I3ngusge uses 3 set of mnemonics.

3 4 _p ~rneviimer e (3210
ot 1 -~ - L e S TO
AR ARk Sl

. High Level Languages are close to human language and have been developed for specific
ations. Usually it uses English like keywords. Example of HLL includes JAVA, VISUAL BASIC,
" fORTRAN, 3nd COBOL and so on. HLL is much casier for humans to program in HLL but as

wmputers only understand machine code programs written in HLLs need to be translated into
. machine code before they can be executed.

15.1.3 Contrast between HLL and LLL

High Level Language Low Level Language

* Programs arc easy to read and write = Programs are relatively difficult to
* Programs are portable to distinct read and write

types of Machines » Programs are machine are not
» Programs are easy to test, debug or portable

maintain ! = Programs are difficult to debug,
* Programs codes are problem oriented maintain and test

= Programs are machine oriented

- 15.2 Types of Translators ‘ |
- Computers only understand binary. HLL is closc to human language. There are 3 main types of
translators which are Compiler, Interpreter and Assembler.

- Machine Code

Computers work and understand only machine code .Simple instructions are represented by a
f binary pattern in the computer. programming in machine code takes a long time and is prone
to errors. However, machine code run faster since there is no need for translation. E.g. 0101
1100

" [ 4
As.\embiy Languages

It was developed to improve program writing and is designed specifically for a family of
Processor. It r:akes use of mnemonics and names for locations in memory. E.g. LDA B means
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Load Content of the Memory location whose address is represented by the variable g int

ot
accumulator. e

Each assembly instruction represents a single machine instruction which means that it is fair|
easy to translate a program written in assembly language to machine code. Assemblierg Whicﬁ
are loaded into the computer translate the assembly language to machine code, Writin
programs in assembly language, although easier than using machine code, is still tedioys ang
takes a long time. '

15.3 Interpreters & Compilers

Many high-level languages use both. Programmers use the interpreter during program
development and, when the program is fully working, use a compiler to translate it into machine
code. This machine code version can then be distributed to users who do not have access to the
original code.

Compiler

A compiler translate high-level languages into machine code at one go. The machine code
version can be loaded into the machinc and run without any further help as it is complete in
itself. The high-level language version of the program is called the source code and the resulting
machine code program is called the object code.

Sourca Coda Object Code
COMPILER
High Loval > | P MACHINE
Language CODE

Disadvantages of Compilers

v' Use a lot of computer resources.

v Has to be loaded in the computer's memory at the same time as the source code and
there has to be sufficient memory to hold the object code.

v" Has to be sufficient memory for working storage while the translation is taking place.

v Errors in the original program are difficult to pin-point.

v'  Used to compile: Final release of software such as Games etc.

Interpreters

Interpreters take each instruction in turn and translates it into machine code. It executes the
translated instruction before the next instruction is translated. (Line by Line). It is usually used
for line by line debugging

Advantages

\ , r
v Need less memory than compilers (useful in early computers which had limited powe

and memory). {ing
“ v' Continual compilation of whole code is wasteful / time consuming during .
particularly if very minor changes have been made.
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puring testing translator diagnostics will be more complete as error messages will be
' ,,rowbcd in relation to the HLL being used and not the machine code.
5 the error MEss3ges when the error is produced is on the line it is encountered it is
easier 10 identify / isolate the instruction causing the problem.

,adividua! segments can be run without needing compile the whole program.

, Sow execution compared to that of a compiled program because:

(9]

The original program has to be translated every time it is executed.

[®)

Instructions inside 3 loop have to be translated each time the loop is entered.

For count = 1 to 99999 do

Print count
End for
Difference between Compiler V/S Interpreters
'. Interpreter - Compiler
s Interpreter translates line of codc »= Compiler translates entire program
and thenruns it. before run. .
= |nterpreter retains source code. = Compiler creates an object code.
= Interpreter must be present for run. =  Compiler must be present for
translation.

154 Hybnd Language

There are some language such as Java which is pa!rtl){ compiled and ptelrtly interpreted. The
source code is compiled into a program that runs l'n51de aJVM (Ja\'/a Virtual Machine) which
allows the java code to run on any hardware running th‘e WM _\A{hlch overcomes one of the
drawbacks of the compiler. The JVMisan abstract computing machine that allows hardware and

Operating system independence
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Compiler Time Execution Time

Java Bytecodes
Source through Class Loade.r'Bytecode
: - Verifier

Code file system

Java Just in Time
Compiler Compiler

Java Operating System
ByteCodes

l

Hardware
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6.0 gecurity, Privacy and Data Integrity — Data Security
s Data Security

pata security is deflr'wed as the safeguard of data to maintain its privacy and integrity along with

cotection from accidental damage, corruption or human crrors. Often online systems need to
be sccured from attacks including denial of service attacks, phishing, pharming and others. Such
online system includes online shopping, online banking, online trading applications etc.

15.) Data Privacy (Contidentiality)

¢ refers to the process of preventing unauthorised access to data, deliberate disclosure through
malicious acts or cven accidental disclosure due to flaws in procedures in place.

16.3 Data Safeguard methods for standalone and online systems
» DRM - Digital Rights Management
. Firewalls both software and hardware along with proxy servers
» Updated Antivirus with regular scan

» Regular backups
» Usc of password using keyboard or biometric devices (Finger Print, Retina Scan)

» Use of Secure Socket Layer (SSL) for data transmission
» Use of symmetric encryption

» Use of Digital Certificates .
» Screening of cables to avoid wire tapping

Antivirus Software

Software used to detect and remove viruses from a computer system. Once the software is
installed on the computer, it monitors all traffic on the system, then alerting users on potential

infection, Regular updates of the software arc required to ensure that new viruses are detected.

Eg. Kaspersky, Norton Internet Security
Hle Backup

measure where 2 copy of files is made and kept in a

et lost or damaged, then the backup copies are used
be used for backup includes tapes

ble and not part of the actual

Files backup is described as 2 security
different locati , original files B

ocation. In casc the origl _
to recover/restore computer operations. Mefjlums thatt) ce;rc\mova
and disks, carefully explaining that these devices must be

System from which backup is being made.
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Firewall

A combination of hardware, software and security mechanisms to restrict the flow of
information in and out of a computer system. System designed to prevent unauthorized acceqq
to or from a private network. Firewalls can be implemented in both hardware and software, o,
a combination of both. Firewalls are frcquently' used to prevent unauthorized Internet users
from accessing private networks connected to the Internet, especially intranets. All messages
entering or leaving the intranet pass through the firewall, which examines each message and
blocks those that do not meet the specified security criteria. E.g. Cisco PIX, Barracuda.

Cryptography

Itis the conversion of data into a scrambled code that is decrypted and sent across a private or
public network. Cryptography is used usually to protectemail messages, credit card information

and corporate data during transmission. Ciphers are algorithms used to encrypt or decrypt data.
Used often in online shopping sites, online banking sites

16.4 Mirroring and Backup Disaster Recovery Strategies

16.4.1 Disk Mirroring Strategy

This is a technique used to protect a computer system from data loss or even potential losses

due to hard disk failures. Disk mirroring technique can be implemented using either a hardware
based or software based system. :

16.4.2 Hardware based disk mirroring

This type of system is implemented using RAID controllers installed in the system using several
separate hard disk drives. Each hard disks appears as distinct volumes and the same data sector
is identically written to all volumes. There is only a mild system degradation at the expense of

fault tolerance. There are different types of RAID (Redundant Array of Independent/ inexpensive
disks) levels used.

RAID uses multiple disks to provide increased performance and fault tolerance. Fault tolerancé
refers to any system that can suffer a fault but can still tolerate the error and continue 0
operate. With RAID in place, a disk can fail but the system will continue to operate.

The different types of RAID are:

v" RAID-0
v RAID-1
v’ RAID-5
v" RAID-10
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g0 | Fault | Minimum Comments
Tolerance | number of Disks
_,,f;/';——-::— NO 2 Use for performance only
pAD-1 YES ' 2 i
’ , Duplexing adds 3 second
— : controller
em0-5 7ES 3 Writes are slower than RAID-O
— — x due to parity calculations
| RAU-LT 1S i 4 Best and most expensive
P00
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RAID-0

I
I

|

15, B
Disk 1
RAID-1 (Array A)

Il

Disk 4

[l

16.5 Software based disk mirroring

This type of system requires special type of software to be installed in the system and is usually
the less expensive and more flexible. However, this type of mirroring results in system
degradation and is more prone to incompatibilities like boot time. For e.g., in Windows-baseg
systems, you can use dynamic disks and create software based RAID arrays with the biggest
benefits that it doesn’t cost anything.

1. On-site backups

Normally such system use dedicated backub servers to store periodic backups. Even a shared
infrastructure can be used for agility and flexibility. E.g. of such system: Parallels Plesk, cPanel,
Idera/R1Soft, WHM

2. Off-site backups

These system use servers stored online off site which often use cloud technologies. These
are particularly useful in case of catastrophic failure.

16.6 Authorisation and Authentication
Authorisation and authentication are processes designed to protect the computer system and
data.

Authentication

Authentication is defined as the process of verifying that someone is who they claim they aré.
Technique used for authentication can be implemented by:

v The use of passwords
v" The use of smartcards / Biometric Devices (Finger Print, Retina Scan)
v Implemented by the use of digital signatures in online communications
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eation is defined a ape
putho! 'Sat'i‘n :ce cnsurcstl:h: process qf establishing if the user is permitted to have access to
(esource: cnce, at confidential information only reachcs the intended recipient. E.8- : \

.o germission to 3 user f : . - .
anting P or access to a data file or a directory. Authorisation technigue
acude:

/ Responsecsto special questions
7 Pprovision of memorable data

N \

retro
rpLS '_C.'.[-w
ALLESS

Access control is defined as the process of enforcing the required security for a particular
resource. It can be seen as the combination of both authentication and authorisation with
additional measures. E.g. in web or other software , access control can be applied using file
permissions, URL access lists, bespoke logic and other security features of available framework.

vy

vy

"

nteori
U Loy,

3:2 |

it refers to the process of maintaining data reliability against corruption from software,
hardware, CITOrS, viruses, hacking and data transmission

Factors that causes data to be unsafe

» Malicious actions from viruses
» Unauthorised viewing, alteration or corruption of data
» Hardware failures or software failures
» Hacking
Error Detection

Error detection is defined as the detection of errors caused by noise or other impairments during

transmission from the transmitter to the receiver.

Error Correction

Error correction is defined as the detection of errors and reconstruction of the original, error-

free data.
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16.7 Data Validation

Validation is a process of checking if data satisfies certain criteria when input i.e. fa|ls Within
accepted boundaries. It is carried out by the computer. Examples of val

idation techniqyes
include:
Technique ~ Description T
Length check | This checks if the input data contains the re

quired number of characters ]
e.g. if a field needs 6 digits, then inputting 5 digits or 7 digits, for example,
should be rejected. .

Range check | This checks whether data is within given/acce

ptable values e.gm
person’s age is > 0 but is also < 140.
This checks that the input data doesn’t contain invalid (type check)
characters; e.g. a person’s name shou

ildn’t contain numbers.
This checks that data isin a specified

format (template) e.g. (picture check)
date should be in the form dd/mm/yyyy.

Note : UK — we use dd/mm/yyyy but

Character
check

Format check

US- we use mm/dd/yyyy
Presence Check that data is actually present and not missed out e.g.inan electronjc |
check form, somebody’s telephone number may be a required field.
Limit check This is similar to a range check except only ONE of the limits (boundaries) is
checked e.g. input data must be > 10.
Check digit This is an extra digit added to a num

ber which is calculated from the digits;
the computer re-calculates and validates the check digit following input of
the number

This checks if fields correspond {tie up) with each other e.g. if Cross field
check Mr. has been typed into 3 field called “Title” then the “Gender” field
must contain M or Male. ‘

Consistency
check

16.8 Data Verification

It is defined as the process of checking the in
there have been no transcription errors whe
can be done both manually and electronicall

put data with the original data to make sure that

n data is copied from one medium to another. It
Y.

There are 3 main method which include:

1. Double entry —in this methad, there is input of the data twice to the computer system.

The computer then checks the two data values (which should be the same) and, if they
i 2 ich
are different, the computer knows that one of the inputs is wrong. It won’t know whic

: ; ; irmation
oneis wrong but it can ask the Operator to check that particular input. E.g. confirma

of password when registering on a website
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? visual check = This technique checks for errors by comparing entered data with original

document,

3, Parity check

e d el
P!
|

fhe simples! and oldest error detection method. In this scheme, a binary digit called parity is
ged to indicate whether the number of bits with value of one in a given set of bits is even or
odd and 14 appended to original data, It is usually used to detect transmission error. The sender
sads the parity bit to existing data hits before transmission

The receiver checks for the expected parity, if wrong parity found, the received data is discarded
and retransmission s requested, Parity is used not only during data transfer between devices

put also when data are transferred between different components of the CPU. Parity technique
¢an be either even or odd,

v 0dd->noof 1'sis odd and Even -> No of 1's is even.

v Note: Parity can used only for single bit (1 bit only) error only.

\ {.g Il we use Even parity to transmit the following 7 bits of data
L 1100111 -» parity bitis 1
I, 1100011  ->parity bitis 0
Ifwe use Odd Parity:
L 1110001 -» parity bitis 1
I, 0110001 -> parity bitis 0
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Two Way Parity
Traverse Parity

Transverse parity is the term normally used when the chunk of data to which the parity pjt
appliesin indeed a single character

Longitudinal Parity

Longitudinal parity is the term used when the chunk of data to which a parity bit applies is 3
single bit position of a sequence of characters that make up a block. Thus, effectively a parity
byte is added to a block of characters. }

A

Note:

The technique can be used as an error correcting technigue if one assumes that only a single bit
can become corrupt in a block in which case the single bit in the block that matches both a
transverse parity check failure and a longitudinal parity bit failure would be the corrupt bit.

Consider the following block (Assume Even Parity)

ParityBit | D6 | D5 | D4 | D3 | D2 | D1 | DO
34 0 1 0 1 0 1 0 Character 1
1 1 | 1 1 0 0 0 0 Character 2
1 ol of|212]o0] 1 1 1 Character 3
0 1 0 1 0 1 0 1 Character 4
1 0 0 0 1 0 0 0 | Longitudinal Parity
Checksums

It is defined as a value calculated by adding all blocks in a byte. Checksum is used to check on
whether errors have occurred during data transmission. If the recipient checksum does not
match sender, then an error has occurred and usually retransmission of data is involved.
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